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Abstract:

This paper will discuss the problem of using supervised machine learning (ML) to model, predict and analyse
digital literacy skills within a higher education context. It is based on a complete sample of 1,000 learners
through demographic measurements, pre-training skill measurement, and post-training performance
measurement, and behavioural engagement measurements to construct a predictive framework to determine the
learners in Low, Medium, and High categories of competency. Two classification models as Logistic Regression
and Random Forest were trained and tested after the extensive pre-processing was done, as feature scaling and
one-hot encoding. The best model was the Logistic Regression whose test accuracy and mean cross-validation
accuracy is 93.5 and 94.8 respectively that is, there is a good linear separability of the feature space of the
model. The importance of features analysed with the help of the Random Forest model showed that the most
important predictors of the feature-dependent variables were the post-training skill scores as
Post_Training Basic_Computer Knowledge Score that is why the structured pedagogical intervention was
conclusive. The predictors were secondary and comprised of pre-training skill levels, behavioural indicators
such as Average Time per Module and Quiz Performance. The findings affirm the success of the use of ML to
defeat descriptive analytics to predictive information in learning measurement.

Keywords: Digital Literacy, Supervised Machine Learning, Higher Education, Predictive Modeling,
Educational Data Mining, Logistic Regression, Random Forest, Competency Assessment, Feature Importance.

Introduction:

The digital literacy of the contemporary digital
context has become more than a secondary skill, it
is a fundamental skill of academic success, labour
marketability, and democratic participation. With a
case of higher education institutions, it is not only
necessary to spread this literacy but also to
diagnose, track and predict its development by
accurately testing a diverse population of students
(Alamsyah et al., 2024). Although traditional
methods of assessment might provide valuable
images of cumulative accomplishment, they might
not capture the multivariate relation of prior
knowledge, teaching efficacy and student
participation that results in eventual competency.
This lapse necessitates complex analytical tools
that may assist in creating multidimensional data to
intelligence to act.Surveillance machine learning
can be a potent paradigm to this problem. In new
learners, it is possible to predict outcomes based on
the learning patterns that were followed in the past

as final literacy category when the outcome has
been known, to establish the most impactful factors
to drive success, and to show non-intuitive
relationships between the educational data (Amutha
and Priya, 2022). This predictive capability is in
line with the new field of Learning Analytics that
seeks to use data to understand and optimize the
learning environment.The paper is addressing a
major research gap because it corresponds to one
particular study, that is, the forecasting of digital
literacy competency in higher education. It has
three primary aim and goals which are (1) To
develop and contrast the performance of
interpretable ML classifiers along high categories
of digital literacy outcomes; (2) To identify and
rank the most predictive features among them,
including demographics, pre-skills, post-skills, and
behavior, so that (3) to make pedagogical and
programmatic inferences based on the findings of
the model and, therefore, to mediate between data
science and educational practice. In a world where
the digital competencies are becoming increasingly
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linked to a general technological literacy, such as in
the learning of recent system technologies such as
blockchain and cryptocurrencies cultivating good
digital literacy will eventually become a
prerequisite to the involvement into the new digital
economy (Amirzadeh et al., 2022).

Literature Review:

The coincidental association between educational
data mining (EDM) and learning analytics has
triggered the development of a noticeable mass of
literature on prediction of student outcomes, which
has a clear methodology (Raja Santhi and
Muthuswamy, 2022). The most frequently used are
the well documented ones which are; predicting
academic performance, all at risk students, and
predicting dropouts. Amutha and Priya (2022)
showed that more than one class classifier such as
the Random Forest optimized ensemble algorithm
can be used in classifying the students as well as
used in the multi-classification of non-homogenous
educational data. Likewise, in studies, logistic
regression has been used because it is explanatory
when modelling more likely outcomes in education
sector in the respect of its applicability in
explicating the contribution of factors (Huang,
2025).

Nevertheless, a noticeable gap in the research
exists: a way on how to make supervised ML
effective in expressing the digital literacy as a
multi-faceted, compound competency, is not
properly explained yet. The notion has already
begun to evolve into a multidimensional
phenomenon to include operational, critical,
ethical, and creative application skills, not a
collection of technical skills that are referred to as
digital literacy (Tambwekar et al., 2021). Appraisal
is thus effective when it involves incorporation of
various streams of data that is more than the
summative test scores. It consists of granular
process data including the engagement patterns,
adaptive learning behaviour, and the deployment of
skills in real tasks becoming important in the
holistic perspective (Testers et al., 2020).

At the same time, the digital environment that the
students must operate in is changing drastically and
fast thus widening the range of required literacy

(Khan et al., 2024). The blockchain is one of those
technologies that no longer could be viewed as a
tool that is occupying a niche inside the realm of
finance and is the foundation of the platform with
the disruption potential in the credentialing
industry and secure data sharing and other areas
that handle enhancing transparency with supply
chain management and governance (Ayub Khan et
al., 2021). The knowledge of the principles of such
trustless, decentralized systems is starting to be an
essential component of our advanced digital
literacy (Alamsyah et al., 2024). The technical and
critical reasoning of the contemporary digital world
is suggested by the academic literature on the topic
of the decentralized finance (DeFi) ecosystems and
the sheer complexity of the cryptocurrency markets
(Amirzadeh et al., 2022). More so, the symbiotic
relationship between AI and blockchain, which
triggers the introduction of smart contracts not
through human intervention (Jesse, 2022) and the
development of robust and transparent supply
chains also means that the functional digital
literacy will inevitably overlap with the notionable
perception of automated and algorithmic systems in
the nearest future (Navaneethakrishnan et al.,
2023). A changing technological environment such
as this renders the accurate evaluation and
development of underlying digital literacy not only
an educational objective, but a social requirement.
The principles on which the groundwork of
understanding  these  progressive  convergent
technologies are built is the basic skills in digital
operations and information evaluation and
accountable innovations. In the absence of this,
people will be out of control or misinformed in
more and more algorithm-based and decentralized
digital economies.

Thus, the research puts itself in this two-fold
scenario voluntarily. It also helps to fill the
methodological gap since it makes use of general
approaches to ML classification on the specific and
untested issue of foundational digital literacy
assessment. In the meantime, it does not need to be
made that the competencies modelled and predicted
are the most significant requirements that students
already have in the next generation of digital
paradigms, which is already changing the society,
even the one where blockchain and Al integration
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are concerned (Gupta et al., 2025). In such a way,
the research has attributed pragmatic educational
appraisal to the higher procedure of digital
transformation.

Methodology:

This study used a quantitative approach and
supervised machine learning to predict categorized
levels of digital literacy. A dataset and identifiers
of one thousand learners with 23 mixed-attributes
variables were prepared, one-hot coded categorical
features were used, and the scaling of numeric
variables were eliminated. Quintile binning was
used to develop the tri-level Competency Level as
the goal. It was stratified and divided into 80-20
(train-test). Two models were trained and tested to
compare them, logistic regression (to be able to
interpret and to be linear) and random forest (to
model non-linear interactions and to be able to
analyse the importance of features) (Tyagi et al.,
2023). Model robustness checks were 5-fold cross
validation, and performance evaluation was done
by using accuracy, recall, precision, F1-score, and
confusion matrices. Finally, the scores of feature
importance of digital literacy competency were
determined using the participation of the key
predictors at the outcome of the Random Forest
calculations.

First 5 roes of the dats

Analysis:

Dataset Analysis Using Supervised Machine
Learning

The data set to be applied in this analysis was that
of one thousand learners including demographic
data, pre-training skills measure, and post-training
performance measure and the engagement related
measure of behaviour. The model consisted of
twenty-three attributes eight of which are
categorical and the other fifteen are numerical. The
overall literacy score was the index of the overall
literacy ability of the learner and this was the target
variable. Quantile binning of these scores was done
to reflect three categories of competencies Low,
Medium, and High categories since the supervised
classification models adopt categorical targets
(Amutha & Priya, 2022). This transformation gave
the equal distribution on the three classes as
applied to give an ordered prediction analysis.

The first thing of the exploratory was an
observation of the first several records, type of
data, and the descriptive statistics (Huang, 2025).
This would then be presented as a screenshot and
this shall be included in the following:

ducation Level Exployeent Status Bausebold Tocome Location Type Basic Computer Knouledge Score Tnternet Usage Score ebile Literacy Score .. odales Comletes

Primary ‘Sident Medum Sem-fural
High Schodl a Rl

Prinary s W SemiRr

M Femde  Secunday

4 UM B Make High Schoal

Figure 1: Dataset Info and First Five Rows

The indicators that involved skills according to the
descriptive statistics, including
Basic_Computer Knowledge Score,

Internet_Usage Score and Mobile literacy Score
had wide numerical values that extended to one
thousand (Tambwekar et al., 2021). The same trend
was observed in the discussion of the
Post_Training Variables like,
Post_Training Basic_Computer Knowledge Scor
e, and Post _Training Internet_Usage Score. Such
distribution implied extensive variance in the
learners, pre-training program and post-training

program that enabled the achievement of pertinent
variance in factors to integrate learning. The
number of categories between two and five in most
of the category’s fields was required to modify
one-hot encoding. Prior to the elimination of all
identifier fields including User ID because they
did not offer any predictive data. Numerical
variables had to be normalized to facilitate stable
learning and, in the instance, when analysis of
numerical vectors was being performed the
Logistic regression then it was necessary to convert
the categorical variables to the numerical vectors.
The data was then separated into training sample
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and testing sample that was 80- 20 that comprised (Testers et al., 2020). The stage map will be
800 and 200 training and test records respectively provided below:

Overall Literacy Score
66.2 11

60.3 8

64.9

56.5

(53

78.2 1
72.8 1
39.7 1
82.7 1
1
=

55.0

Name: count, Length: 385, dtype: int64

Continuous target variable 'Overall Literacy Score’ binned into 3 categories: Low, Medium, High.
Target labels encoded as integers after binning.
Classes mapping: {'High' Low': 1, 'Medium': 2}

Numeric feature columns: ['Age’, 'Basic_Computer_Knowledge Score’, "Internet_Usage Score’, 'Mobile Literacy Score®, 'Post_Training Basic_Computer_Knowledge Score’, "Post_Training Internet_Usage S
Categorical feature columns: ['Gender®, 'Education_Level®, 'Employment Status', 'Household_Income’, ‘Location_Type', 'Engagement_Level®, 'Employment_Impact’]

Train/test shapes:
X_train: (800, 21) X test: (200, 21)

Figure 2: Train—Test Split Output

(Huang, 2025). The F1- score showed to be above
0.90 across the groups (High, Low and Medium).
The confusion graphical matrix confirmed the
validity of the right classification of the
overwhelming proportion of the records that were

The initial predictive algorithm was logistic
regression  classifier. ~ With  the  prepared
information, the test on the trained model was done
after which accuracy was tested to be 93.5%. The

classification report and the Fl-scores had shown . ] )
collapsing on few cases of miscarriage between

close literacy levels. The results will be in the form
of a screenshot as follows:

very high accuracy rates, recall scores and F1-
scores that depicted balanced predictive
performance among all the competency groups

Training logistic regression model...
Logistic Regression Accuracy: 9.935

Classification report (Logistic Regression):
precision recall fl1-score  support

0.96 9.96 0.96
8.95 9.93 .94
8.91 -92 .91

accuracy .94
macro avg .9 .94
weighted avg .9 .94

Figure 3: Logistic Regression Classification Report
Confusion Matrix - Logistic Regression
-60

- 50

Predicted

Figure 4: Confusion Matrix — Logistic Regression
folds. The small Standard deviation was an
indicator of high model consistency (Amutha &

This also was cross-validated and the mean
accuracy of such was 94.8 and established with five
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Priya, 2022). This proved the fact that indeed the
logistic regression is extremely fine on the data and
it fits extremely out of the initial sample in which
the training is initiated.The second model is a
random forest classifier model as it was trained in
the same manner that the performance was to be
compared with a nonlinear ensemble model. This
model was able to achieve the accuracy of 83
percent in comparison to other models that were
able to forecast the outcomes with the aid of the

Training random forest model...

Random Forest Accuracy: 8.83

logistic regression. The results of the performance
in classes were quite similar with medium group
having slightly less F1-scores as compared to High
and Low groups (Huang, 2025). This implied that
the literature scores at mid-result shared the
similarities of the sets of results in the lower and
upper standard of competence and thus the
propensity to misclassify existed. The given section
will be presented on the form of the following
screenshots:

Classification report (Random Forest):

precision

9.86
9.87
9.77

accuracy
macro avg
weighted avg

recall f1-score

9.90
8.83
8.77

support

.88
.85
77

69
58
73

k]
.83
.83

200
200
200

Figure 5: Random Forest Classification Report

Confusion Matrix - Random Forest

1
Predicted

-60

-50

Figure 6: Confusion Matrix — Random Forest

The random forest model cross-validation accuracy
was 83 and standard deviation was relatively small
indicating the same accuracy was good but had a
poor power compared with the logistic regression
(Tambwekar et al., 2021). The ensemble set up
represented nonlinear dynamics between variables
but the problem of a huge number of correlated
numerical variables correlated did not scale to
higher levels of accuracy. Among the advantages of
the random forest classifier was the fact that it
determined the scores of feature utility. This was an

indication that the variables played the most
significant role predicting the
competency category. The rank of features reported
that the post-training measures were the most
predictors. The traits that scored the highest were

in literacy

Post_Training Basic_Computer Knowledge Scor

and
Post_Training Mobile Literacy Score. These
characteristics were always on the 1st position list
of rating (Testers et al., 2020). Their high level
implied that the outcome of the results obtained

e,  Post Training Internet_Usage Score
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following training was the most observable
reflective parameters of the ultimate levels of the
literacy competency. Other pre-training variables
like Basic_Computer Knowledge Score and even
Mobile_Literacy Score have been ranked high too
and it implies that the levels of initial proficiency
were also the end-study levels.

The other ones that were found to be meaningful
predictors  were, Average Time Per Module,
Quiz_Performance, Skill Application and
Adaptability Score. These variables were the

Post_Training_Basic_Computer_Knowledge_Score
Post_Training_internet_Usage_Score
Basic_Computer_Knowledge_Score
Post_Training_Mobile_Literacy_Score
Mobile_Literacy_Score

Internet_Usage_Score

Average_Time_Per_Module

Feature

Quiz_Performance
skill_application
Adaptability_Score
Age

Sessien_cCount
Modules_Completed
Feedback_Rating

Engagement_Level_Low

action and involvement of the learners that would
give way to the cognizing that the involvement of
an engaging process in the training would lead to
the establishment of literacy (Tambwekar et al.,
2021). The minor variables like categories of
Engagement Level did not play a significant role
i.e. it is not predictive in any way as compared to
the direct variables of measuring the skill. The
feature rankings may be viewed in pictures which
are below:

Top Feature Importances - Random Forest

0.00 ©.02 004 006 008 010 0.12 014 016

mportance

Figure 7: Feature Importance Bar Plot

These outcomes revealed that it was a trend. It was
also important that training was associated with
prior performance and pre-training on which the
ultimate classification on performance was based
(Amutha & Priya, 2022). These behavioural
indicators as time per module and adaptability
played but were not weighted as heavily.The
difference between the two models is that, the
models had increased prediction accuracy in the
logistic regression as compared to random forest.
This outcome revealed that the correlation between
features, and categories of binned target were
sufficiently linear to be modelled by logistic
regression in an excellent fashion. The strong
scaling and preprocessing pipeline supported the
model based on the stability (Huang, 2025).
Alternatively, the random forest model also had
more elaborate interactions among features but also
seemed to exhibit dwindling returns between aspect
of the data set and its size.In general, this
conversation has demonstrated that the machine
learning can be successfully used to forecast the
digital literacy competencies basing on the

structured data concerning students. These models
gave out the data on the most relevant factors with
the high degree of the literacy performance and
disclosed the influence of these training
interventions in the learners (Tambwekar et al.,
2021). Findings of feature priority and performance
opinion yielded a world-wide picture of the data
and served as convenient guidelines to adhere to in
the future when preparing the digital literacy
program and evaluation frameworks.

Discussion:

Model Performance and Interpretation: It is a
striking observation that the accuracy (93.5) of the
performance of the Logistic Regression is high
compared to the Random Forest (83). It means that
the relationship of the engineered characteristics
(post training score, pre training score, engagement
metrics) and the binned competency target is highly
linear. This was evidenced by the high level of
cross-validation accuracy (94.8) and low standard
deviation that means that LR model could represent
the core signal in the data without over fitting. The
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slightly poor performance of the Random Forest
model that had the potential to model complex
interactions may be attributed to the fact that there
were very strong correlated features as pre and post

training scores on the same domain. The tree-based
models can be subject to the issue of correlated
features, which lead to poor splits and predictions.

Table 1: Description of Dataset Features and Target Variable

Category Feature Names Data Type Description
Target Variable | Competency Level Categorical Derived
(Ordinal) from overall literacy score via
quantile binning (Low,
Medium, High).
Pre-Training Basic Computer Knowledge Score, Inte | Numerical Initial assessment scores in core
Skills rnet_Usage Score, Mobile Literacy Scor digital domains.
e
Post-Training Post Training Basic Computer ..., Post | Numerical Final assessment scores after
Skills Training_Internet ..., Post Training Mob training intervention.
ile ...
Behavioral Average Time Per Module, Quiz_Perfor | Numerical Process data capturing
Metrics mance, Skill Application, Adaptability S engagement and  learning
core behavior.
Demographic/C | Demographic_Region, Engagement Leve | Categorical Learner background and coarse-
ategorical 1, etc. grained engagement labels.
Identifier User_ID String Unique identifier, excluded
(Removed) from analysis.

(Source: Self-developed)

Determinants of Digital Literacy Competency: The
data-driven hierarchy (Figure 7), provided in the
feature importance analysis of the Random Forest
model, provides the propositions of the
determinants of end competency (Nguyen and
Tran, 2023). Predictors of importance: Post-
Training Skill Scores. The dominance of
Post Training Basic Computer Knowledge Scor

e, Post_Training_Internet Usage Score and
Post_Training Mobile Literacy Score bring an
essential fact to the forefront: the skill with which a
learner will display in the end of the pedagogical
intervention proves to be the most direct measure
of the final level of digital literacy. This highly
validates the viability and the effectiveness of the
training program as such. It puts the focus with
respect to natural endowment or background
knowledge on the added wvalue through the
schooling process.Secondary Predictors: Pre-
Training Level of Skill. There were also such traits
as Basic_Computer Knowledge Score and
Mobile Literacy Score which were placed high.
This implies that background knowledge is such a
giant catapult and it defines how far a learner can
go with regard to benefiting during the process of

training. This is consistent with the education
theories regarding the importance of previous
knowledge in learning a new one.Tertiary
Predictors: Measures of Behavioural Engagement.
Other variables that were not as weighted, but the
variables of importance, were Average Time per
Module, Quiz Performance and Skill Application.
This means that the time-on-task performance and
the formative assessment performance are
considered as important predictors of the quality of
the process but they are not as conclusive as the
summative post-training assessment. Amazingly,
categorical Engagement Level was a weak
predictor which implies that self-reported or that of
such a coarse calibre as Engagement is not as
informative as the granular and behavioural
information as the amount of time spent and quiz
scores (Alamsyah et al., 2024).

Learning Practical suggestions:

Early Identification and Intervention: The precision
of the model is high as well and allows identifying
the students who will be placed in the Low
competency category because of their initial
outcomes of the pre-training and the trends of their
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first interaction. This makes it easy to provide
preventive and targeted assistance.

Maximization of Curriculum and Pedagogy: The
final importance of the post-training scores is the
reason why people should be trained. The teachers
will be at liberty to invest in such programs.
Further, the significance of the pre-training scores
justifies the application of diagnostic measures at
the beginning of the training in customizing the
training depending on various levels of
baseline.Assessment Design: The fact that direct
skill-based assessment has a higher predictive
validity than generic labels of engagement is a
move towards assessment designs that aim to
analyse the digital assignments in an authentic and
performance-based manner.

The Building Blocks of Higher-Level Digital
Fluency: In the era of the new technology, an
excellent level of the base level of digital literacy
as signified by the following five basic skills is a
necessity. Until students are able to think critically
about such notions as decentralized finance, the
security and privacy paradigms of blockchain and
the algorithmic logic of Al-based trading, the
students should learn the principles of digital
functionality, assessment, and development. The
research models can be applied in the prediction of
those individuals who have already achieved this
necessary  foundation (Gomez-Martinez and
Medrano-Garcia, 2025).Limitations and Future
Research: The research wused quintile-binned
categories that have the potential of simplifying the
continuous range of literacy. Future research could
be done on ordinal regressions.

Despite the fact that it is a large dataset it is
founded on a single context and model validation
in diverse institutions is needed. These possible
directions are the inclusion of less dramatic
behavioural data conditioned on learning
management systems (LMS) and exploration of
deep learning models on unstructured data. Finally,
the study may directly address the prerequisite
relationship between levels of digital literacy
achievement at the baseline and performance in
blockchain concepts or Al concepts or modules.

Conclusion:

This research shown that the monitored machine
learning can be effective to measure and predict the
extent of digital literacy in post-secondary
education. The research had two important results
through the comparison of Logistic Regression and
the Random Forest classifier based on the richness
of the set of demographic, skill, and behavioural
variables. The first and the most important is that
having a comparably uncomplicated and
comprehensible linear model (Logistic Regression),
it was possible to incorporate a high level of
predictive success (93.5%), and it means that the
way of becoming digitally researched lies in a
sequence of past skills, behavioural habits, the most
crucial one, and after-intervention performance.

The results are natural and utopian. As a matter of
fact, such models can be used in institutions as
early warning and individual learning. On the next
step of the development at a later date, when
disruptive technologies as blockchain and AI will
be implemented into the digital sphere, the digital
literacy level assumed in these concepts is the
minimum prerequisite of being a responsible and
efficient member of the digital society and the
digital economy.
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