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Abstract:  

The study investigates the dual impact of Financial Technology (FinTech) on user experience - examining 

whether the convenience it offers comes at the cost of compromising user privacy. With the rise of mobile-based 

financial solutions in India, FinTech platforms have made every day financial transactions fast, paperless, and 

accessible. However, these advancements also pose significant concerns regarding data privacy, unauthorized 

access, and digital security. Using a structured questionnaire, primary data was collected from 175 digitally 

active users, most of who were highly educated and employed full-time. The research applied quantitative 

methods including t-tests, ANOVA, correlation, and chi-square analysis to examine how demographic factors, 

digital literacy, and trust influence user perceptions. The findings reveal that 91% of users find FinTech highly 

convenient, with services like UPI, mobile banking, and digital wallets integrated into their daily routines. 

Features such as 24/7 access, faster transactions, and paperless processes were particularly appreciated. 

However, privacy concerns were widespread—with over 70% of users expressing fears about identity theft, app 

permissions, phishing, and unauthorized data sharing. Notably, 45.1% had experienced or suspected a data 

breach. One of the key findings was the compromise that users are willing to make: 73.8% feel that FinTech 

convenience trumps risk to privacy but most are still wary. Younger users showed more digital literacy, while 

knowledge of data protection legislation was polarized. The majority of respondents (64%) thought that privacy 

protection is collective responsibility between governments, FinTech companies, and users. The study finds that 

while FinTech has revolutionized financial convenience, it requires stronger privacy protection, regulatory 

certainty, and consumer education. It recommends plain language, privacy-oriented app design, and digital 

literacy initiatives to enable users and create a secure, trusted FinTech ecosystem. 

Keywords: Financial Technology, FinTech ecosystem, Digital Literacy. 

1. Introduction 

The past decade has seen the financial sector 

experience a seismic shift with the introduction of 

Financial Technology (FinTech) — a catch-all term 

to refer to the application of technology to harness 

financial services in a bid to make them more 

convenient and efficient. FinTech has 

revolutionized how individuals interact with 

money, allowing consumers to send payments, 

borrow, invest, and even buy insurance with 

nothing more than a few taps on a mobile phone. 

From mobile banking and digital wallets to robo-

advisors and block chain-based systems, FinTech 

has built a convenience-based model that upends 

conventional banking models. It is experienced 

most in emerging economies like India, where 

digital financial inclusion has expanded 

exponentially due to the proliferation of 

smartphones and the government's push towards a 

cashless economy. 

The convenience revolution that has been brought 

about by FinTech can be seen in its capacity to 

offer more convenient, lower-cost, and quicker 

financial services. Processes that were previously 

done through bank visits—e.g., getting a loan, 

sending bills, or transferring money—can now be 

done online in real-time. This has democratized 

financial services, opening access, particularly to 

the marginalized. FinTech companies are 

leveraging AI, big data, and machine learning to 
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deliver tailored experiences, enhance credit scoring 

algorithms, and automate. 

But at what expense has this shift happened? The 

mass collection, processing, and analysis of user 

data have raised heightened concerns regarding 

data privacy and security. FinTech platforms 

collect and process users' financial and personal 

information like transaction history, spending 

habits, geo location, biometric data, and even social 

media activity to make their services effective. 

Though this data-driven approach makes their 

services effective, it also exposes their users to 

significant privacy threats. Mass data breaches, 

unauthorized data-sharing of customers, and 

surveillance capitalism issues have even caused 

concerns regarding whether users are 

compromising their privacy for convenience. 

While FinTech promises financial inclusion and 

accessibility, there is a tension behind that one 

between convenience for the users on the one hand 

and data privacy on the other. Consumers are 

relying more and more on digital financial services 

without necessarily being aware of how their 

information is being used, stored, and transmitted. 

Users willingly sign up to terms and conditions 

allowing companies to reap personal data without 

having a long-term view. 

Despite its advantages, FinTech comes with 

notable risks: 

• Privacy and data security concerns due to 

large-scale data collection and storage. 

• Cyber threats, including hacking, identity theft, 

and unauthorized access. 

• Regulatory ambiguities and lack of consistent 

global data protection laws. 

• Ethical concerns around AI-driven decisions, 

profiling, and third-party data sharing. 

These challenges raise the question of whether 

users are compromising their privacy in exchange 

for convenience. 

2. Literature Review  

Recent studies on FinTech highlight the evolving 

interplay between innovation, user trust, and 

regulatory challenges in the digital financial 

ecosystem. Adebayo (2025) explores the role of 

geospatial information in enabling location-based 

payment solutions. The study identifies that 

technologies such as GPS, IoT, and geo-tagging 

facilitate context-aware payments, personalized 

targeting, and improved customer retention. 

However, the research also raises significant data 

privacy and security concerns, emphasizing the 

need for robust protection mechanisms to ensure 

consumer trust. 

Cybersecurity remains a focal issue in the FinTech 

sector, as analyzed by Kamuangu (2024), who 

provides a comprehensive review of cybersecurity 

threats in financial technologies. The article 

highlights common vulnerabilities, including data 

breaches, phishing, and malware attacks, and 

underscores the growing importance of quantum-

resistant cryptography, AI-driven fraud detection, 

and behavioral analytics. Kamuangu asserts that 

proactive security strategies are essential to protect 

the integrity of financial systems amid rapid 

technological transformation. 

In the Indian context, Ranganath (2023) evaluates 

the contribution of digital technologies toward 

financial inclusion, especially for vulnerable 

populations. The study finds that tools such as 

mobile payments and blockchain significantly 

enhance access to financial services. Nonetheless, 

customer trust, regulatory frameworks, and data 

protection continue to pose challenges. The paper 

utilizes comparative case studies and cross-country 

data to assess the economic impacts of digital 

financial inclusion. 

Aggarwal (2022) delves into AI-driven FinTech 

and its implications for consumer financial privacy, 

with a specific focus on English legal frameworks. 

The article chronicles the shift from traditional 

bank secrecy to contemporary data protection laws. 

While AI and big data enable personalization in 

financial services, they also risk misuse and 

discrimination. Aggarwal advocates for adaptive 

legal regimes that balance technological innovation 

with rigorous data privacy protections, encouraging 

responsible AI integration. 
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Focusing on the Indian Generation Y, Saxena and 

Tripathi (2021) investigate security threats and 

safety practices in mobile payments. Their findings 

suggest that cyber theft, data breaches, and general 

distrust significantly hinder adoption. The study 

emphasizes the role of government policies and app 

developers in deploying strong security features. It 

concludes that stringent data protection regulations 

and user-centric security practices are crucial to 

building trust and ensuring secure digital 

transactions. 

Allen et al. (2020) provide a broader view on 

FinTech policy through an analysis of technologies 

such as blockchain, AI, distributed ledger systems, 

and cloud computing. Their research underlines the 

role of these technologies in promoting financial 

inclusion by improving speed and transparency in 

service delivery. AI and big data also help enhance 

credit scoring, facilitating access to finance beyond 

traditional banking channels. However, persistent 

concerns around cybersecurity and data privacy 

highlight the need for adaptive regulatory 

frameworks and multi-stakeholder collaboration. 

Brummer and Yadav (2019) conceptualize the 

"Innovation Trilemma" in FinTech regulation, 

where innovation, market integrity, and consumer 

protection often present conflicting priorities. They 

introduce a theoretical model that explores how 

regulators manage these trade-offs. By examining 

emerging technologies such as cryptocurrencies 

and AI, the authors recommend adaptive 

approaches including regulatory sandboxes, 

international collaboration, and private monitoring 

to resolve these tensions. 

Chakraborty (2018) investigates how deep 

analytics and strategic frameworks such as the 7-S 

model can drive innovation in FinTech. The study 

evaluates the impact of innovations like 

blockchain, InsurTech, and predictive analytics, 

revealing that analytics play a pivotal role in 

aligning technological solutions with business 

strategies. Tools like SWOT analysis and 

technology life-cycle models further assist in 

managing innovation complexity. 

Finally, Komandla and Perumalla (2017) assess the 

transformative effect of FinTech innovations on 

traditional banking institutions. Their work 

emphasizes that AI, blockchain, and big data 

analytics are vital in helping conventional banks 

adapt to a digital-first environment. The study 

recommends that banks collaborate with FinTech 

firms, invest in digital infrastructure, and 

modernize legacy systems to improve operational 

efficiency, customer experience, and security. 

Research Gap Identification: 

The following research gaps were identified: 

• Limited studies on consumers’ perception of 

the convenience–privacy trade-off. 

• Lack of comparative analysis on how 

regulatory policies differ across countries. 

• Insufficient research on the privacy risks posed 

by emerging technologies like AI and block 

chain. 

• Minimal empirical evaluation of the 

effectiveness of data protection methods (e.g., 

encryption). 

• Lack of awareness among consumers about 

data-sharing practices in FinTech. 

• Underdeveloped ethical frameworks for 

responsible data use in FinTech platforms. 

3. Research Design 

The current study uses quantitative research 

approach to examine the balance between 

convenience and privacy of the services of 

FinTech. It is best applied when the variable to be 

studied focuses on user perceptions, as well as 

when the comparison of behavioural patterns and 

identification of statistically significant links 

between variables, including digital literacy, 

FinTech adoption, and privacy concerns, are to be 

studied. Quantitative research methods permit 

objective analysis of data and owing to this factor 

the researcher is able to generalize the results to a 

significantly larger population. 

Since the topic of the research involves studying 

the user experiences, attitudes, and decision-

making, concerning FinTech, quantitative analysis 

may promote hypothesis testing and determine the 
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trends among different demographic groups. 

Structured questionnaires provide the possibility of 

data collection in a systematic way, and the 

statistical analysis of this data using such 

instruments as t- test, ANOVA, correlation, and 

chi-square will allow finding out meaningful 

information as to whether FinTech is a convenience 

creator or a privacy threat. 

3.1. Data Collection Strategy: 

Data collection strategy should be well structured 

so as to collect the appropriate and dependable 

information among the target population. The main 

parts of the data collection process are described in 

this section: 

• Sample Size: A total of 175 respondents were 

selected for the study. This sample size will be 

adequate to conduct statistical tests with a high 

level of reliability when exploring such factors 

as the age or frequency of use, digital literacy, 

and privacy awareness. 

• Target Groups: The target population 

includes the group of tech-savvy, financially 

active members of the older generation 18 to 

50 years old who have access to electronic 

devices like smartphones, tablets, or laptops, 

and experienced FinTech services once. 

• Sampling Technique: The study uses a 

convenience sampling method, which involves 

selecting respondents who are easily accessible 

and willing to participate. This technique was 

chosen due to the need to reach a specific 

population (tech-aware FinTech users) within a 

short timeframe. 

• Data Collection Tools used: Data was 

collected using a structured questionnaire 

created via Google Forms. This tool was 

chosen for its efficiency, cost-effectiveness, 

and compatibility with digital-savvy users. The 

form included both closed-ended and scaled 

questions (e.g., Likert scales). Google Forms 

also facilitated easy sharing via email, 

WhatsApp, and social media, and ensured 

smooth data collection in real time. The 

responses were automatically recorded and 

exported for statistical analysis using software 

tools like Excel and SPSS. 

3.2. Dependent and Independent Variables: 

The Dependent Variables are as follows: 

• Perceived Convenience – How users rate the 

ease and benefits of using FinTech services. 

• Perceived Privacy Risk – The level of concern 

users have about data security and misuse. 

• Willingness to Trade Privacy for Convenience 

– Whether users are ready to give up some 

privacy for faster or better services. 

• Trust in Regulatory Frameworks – Users’ 

confidence in laws or policies that protect their 

data. 

• Privacy Awareness – How informed and 

cautious users are about data sharing and app 

permissions. 

The Independent Variables are as follows: 

• Age and Demographic Factors – Age, gender, 

and tech-savviness of the respondents. 

• Frequency of FinTech Usage – How often 

users engage with FinTech apps or platforms. 

• Types of FinTech Services Used – Services 

like UPI, digital wallets, robo-advisors, loan 

apps, etc. 

• Level of Digital Literacy – User's ability to 

understand app security, privacy policies, and 

data protection. 

• Awareness of Regulations – Whether users 

know about RBI guidelines or data protection 

laws. 

• Past Experience with Data Breach – If users 

have faced or suspected misuse of their 

personal data. 
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4. Data Analysis 

Table 1: Table showing the Demographic Details of the respondents 

 Frequency Percent 

Gender 
Male 86 49.1 

Female 89 50.9 

Age 

Less than 20 2 1.1 

20 - 30 88 50.3 

30 - 40 78 44.6 

40 - 50 6 3.4 

More than 50 1 0.6 

Level of 

Education 

12th grade or less 1 0.6 

Bachelor's Degree 68 38.9 

Master's Degree 88 50.3 

Doctorate Degree 18 10.3 

Employment 

Status 

Full time 118 67.4 

Part time 15 8.6 

Unemployed 42 24.0 

The demographic profile of the respondents reveals 

a nearly equal representation of gender, with 49.1% 

male and 50.9% female participants. The majority 

of respondents fall within the age group of 20 to 30 

years (50.3%), followed closely by those aged 30 to 

40 years (44.6%), indicating a predominantly 

young adult sample. Only a small portion of the 

respondents are under 20 (1.1%) or above 40 years 

(4%). In terms of educational qualifications, more 

than half of the participants (50.3%) hold a 

Master’s degree, while 38.9% have completed a 

Bachelor’s degree. A smaller segment (10.3%) has 

earned a Doctorate, and only 0.6% have education 

limited to the 12th grade or below. Employment 

status data shows that a significant majority 

(67.4%) are employed full-time, 8.6% are working 

part-time, and 24.0% are currently unemployed. 

Overall, the data indicates a young, highly 

educated, and largely professionally active 

respondent group. 

Table 2: Table showing the Use of FinTech Platforms 

  Daily Weekly Occasionally 

Use of FinTech 

Platforms 

Frequency 152 17 6 

Percent 86.9 9.7 3.4 

The data shows that FinTech usage is deeply 

integrated into users’ daily lives, with 86.9% of 

respondents reporting daily use of platforms such 

as UPI, digital wallets, mobile banking, and robo-

advisors. A smaller segment uses these services 

weekly (9.7%), while only a negligible percentage 

uses them occasionally, rarely, or never. This high 

frequency of usage suggests a strong reliance on 

FinTech for routine financial activities, reinforcing 

the relevance of the study in assessing how such 

frequent usage shapes user perceptions of 

convenience and heightens exposure to privacy 

risks. 

Figure 1: Figure showing the usage of FinTech Tools 
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The results show that most people in the sample 

regularly use simple and convenient FinTech tools. 

UPI Payments are the most popular, used by 96% 

of respondents, followed by Mobile Banking Apps 

(61.1%) and Digital Wallets (57.1%). This shows 

that people mostly use FinTech for everyday 

transactions. More advanced services like Robo-

Advisors (11.4%) and Online Loan Platforms 

(13.1%) are used much less, but they still have 

some users. Overall, the sample reflects common 

usage patterns of digital finance tools. 

Table 3: Table showing the Extent of agreeableness that FinTech services have simplified the way one manages 

the finances? 

Extent of agreeableness that FinTech services have simplified the way one manages 

the finances? 

 
Strongly 

Disagree 
Disagree Neutral Agree 

Strongly 

Agree 

Frequency 1 3 11 84 76 

Percent 0.6 1.7 6.3 48.0 43.4 

The majority of respondents perceive FinTech as a 

tool of financial ease, with 48% agreeing and 

43.4% strongly agreeing that it has made managing 

finances more convenient. Together, over 91% of 

the participants express a positive perception of 

FinTech’s convenience. Only a small fraction 

remains neutral (6.3%), while disagreement is 

minimal, with 1.1% disagreeing and 1.1% strongly 

disagreeing. This overwhelming agreement 

highlights a strong user endorsement of FinTech’s 

role in simplifying everyday financial activities, 

reinforcing the notion of FinTech as a convenience 

revolution. 

Table 4: Table showing the helpfulness of FinTech 

  
Least 

Helpful 

Less 

Helpful 
Neutral Helpful 

Most 

Helpful 

Ranking of how 24/7 access to 

financial services has improved the 

experience 

F 2 1 6 30 136 

% ge 1.1 0.6 3.4 17.1 11.4 

Faster transactions have improved 

your experience 

F 1 1 2 47 124 

% ge 0.6 0.6 1.1 26.9 70.9 

Paperless Processes have 

improved the experience 

F 2 1 27 53 92 

% ge 1.1 0.6 15.4 30.3 52.6 

Personalized Recommendations 

have improved the experience 

F 4 1 34 58 78 

% ge 2.3 0.6 19.4 33.4 44.6 
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Easy Loan Accessibility has 

improved the experience 

F 8 16 56 38 57 

% ge 4.6 9.1 32 21.7 32.6 

The data highlights user perceptions of various 

improvements in FinTech services. A significant 

majority found faster transactions to be the most 

impactful, with 70.9% rating them as most helpful 

and 26.9% as helpful. Similarly, 24/7 access to 

financial services was appreciated, with 17.1% 

finding it helpful and *11.4% most helpful. 

Paperless processes were also positively received, 

with 30.3% rating them helpful and 52.6% as most 

helpful. Personalized recommendations were seen 

as beneficial by many, with 33.4% and 44.6% 

finding them helpful and most helpful, respectively. 

Easy loan accessibility, however, showed mixed 

responses: while 32.6% rated it most helpful and 

21.7% helpful, a notable 32% remained neutral and 

13.7% found it less or least helpful. Overall, the 

findings suggest that digital advancements like 

speed, personalization, and paperless systems are 

strongly enhancing user experience, while areas 

like loan accessibility may still need improvement. 

  Frequency Percent 

Personal and financial data is 

secure on fintech platforms 

Strongly Disagree 1 .6 

Disagree 20 11.4 

Neutral 31 17.7 

Agree 79 45.1 

Strongly Agree 44 25.1 

Have you ever suspected or 

experienced a data breach on a 

FinTech service? 

Yes 79 45.1 

No 75 42.9 

Not Sure 21 12.0 

The data reveals that a majority of respondents 

have confidence in the security of their personal 

and financial data on fintech platforms, with 45.1% 

agreeing and 25.1% strongly agreeing that their 

data is secure. However, a notable portion remains 

uncertain or skeptical, as 17.7% are neutral, 11.4% 

disagree, and 0.6% strongly disagree with the 

statement. Interestingly, despite this overall 

confidence, 45.1% of respondents reported having 

either suspected or experienced a data breach, 

while 42.9% had not, and 12.0% were unsure. This 

suggests a contrast between perceived security and 

actual or suspected experiences, indicating that 

while users generally trust fintech platforms, 

concerns regarding data breaches persist and 

highlight the ongoing need for stronger security 

measures and transparency.  

  
Not 

Concerned 

Slightly 

Concerned 

Moderately 

Concerned 

Very 

Concerned 

Extremely 

Concerned 

Concern about data 

being shared without 

consent in Fintech 

F 11 21 12 37 94 

% 

ge 
6.3 12 6.9 21.1 53.7 

Concern about Identity 

Theft in FinTech 

F 9 16 18 58 74 

% 

ge 
5.1 9.1 10.3 33.1 42.3 

Concern about App 

permissions and 

location tracking in 

Fintech. 

F 6 25 42 38 64 

% 

ge 
3.4 14.3 24 21.7 36.6 

Concern about 

Phishing or fraud via 

FinTech apps 

F 7 24 29 52 63 

% 

ge 
4 13.7 16.6 29.7 36 

Concern about lack of 

transparency in data 

policies in Fintech. 

F 7 17 31 46 74 

% 

ge 
4 9.7 17.7 26.3 42.3 

https://economic-sciences.com/


 

Economic Sciences 
https://economic-sciences.com 

ES (2025) 21(2S), 70-58| ISSN:1505-4683 
  

 

77 
 

The data reflects a high level of concern among 

users regarding various privacy and security risks 

associated with FinTech platforms. The most 

prominent concern is unauthorized data sharing, 

with 53.7% being extremely concerned and 21.1% 

very concerned. Similarly, identity theft is a major 

worry, with 42.3% extremely concerned and 33.1% 

very concerned. Concerns about app permissions 

and location tracking are also notable, with 36.6% 

extremely concerned and 21.7% very concerned, 

though a wider spread of moderate concern is seen 

here. Phishing and fraud risks raise alarm as well, 

with 36% extremely concerned and 29.7% very 

concerned. Finally, the lack of transparency in data 

policies is a significant issue, with 42.3% 

expressing extreme concern and 26.3% very 

concerned. Overall, the data indicates that while 

users may appreciate the convenience of FinTech, 

substantial apprehensions remain around data 

privacy, identity protection, and platform 

transparency. 

  
Strongly 

Disagree 
Disagree Neutral Agree 

Strongly 

Agree 

Willingness to share personal 

information for better and faster 

financial services through Fintech 

platforms. 

F 6 33 29 79 28 

% 

ge 
3.4 18.9 16.6 45.1 16 

To what extent do you agree that 

FinTech convenience outweighs 

privacy concerns? 

F 1 9 36 103 26 

% 

ge 
0.6 5.1 20.6 58.9 14.9 

Data protection regulations 

effectively safeguard my privacy 

on FinTech platforms 

F 1 15 41 93 25 

% 

ge 
0.6 8.6 23.4 53.1 14.3 

I find it easy to evaluate whether a 

Fintech platform is secure or 

trustworthy before using it. 

F 1 9 33 94 38 

% 

ge 
0.6 5.1 18.9 53.7 21.7 

The data suggests a general openness among users 

toward sharing personal information in exchange 

for improved financial services, with 45.1% 

agreeing and 16% strongly agreeing to do so, 

although 18.9% disagree and 16.6% remain neutral, 

indicating some hesitation. When it comes to the 

trade-off between convenience and privacy, a 

majority (58.9% agree, 14.9% strongly agree) 

believe that the convenience offered by FinTech 

outweighs privacy concerns, while only a small 

fraction disagrees. Similarly, 53.1% agree and 

14.3% strongly agree that data protection 

regulations effectively safeguard their privacy, 

though 23.4% are neutral, possibly reflecting 

limited awareness or confidence in these 

regulations. Regarding users' ability to assess 

security, a strong majority (53.7% agree, 21.7% 

strongly agree) feel confident in evaluating whether 

a FinTech platform is secure or trustworthy before 

use. Overall, while there is a clear inclination 

toward embracing FinTech for its convenience and 

efficiency, users still show varied levels of trust 

and awareness concerning privacy safeguards. 

If a FinTech app offers convenient features but requests access to your contacts and 

location, how would you respond? 

 Frequency Percent 

I would use the app without hesitation 11 6.3 

I would use the app but be cautious 81 46.3 

I would seek alternatives 75 42.9 

I would avoid using such apps completely 8 4.6 

The responses indicate a cautious approach among 

users when FinTech apps request access to 

sensitive data like contacts and location. While a 

small portion (6.3%) stated they would use the app 

without hesitation, the majority (46.3%) would 

proceed with caution. A significant 42.9% would 

prefer to seek alternative apps, reflecting a strong 
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preference for privacy-conscious options. Only 

4.6% of respondents said they would avoid using 

such apps entirely. Overall, the data suggests that 

while users value convenience, many are wary of 

overreaching data permissions and prefer to 

balance functionality with privacy considerations. 

Are you aware of any laws or regulations that protect your financial data 

while using FinTech services? 

 Frequency Percent 

Yes 75 42.9 

No 75 42.9 

Not Sure 25 14.3 

The data shows a split in awareness regarding laws 

or regulations that protect financial data while 

using FinTech services. An equal proportion of 

respondents—42.9%—answered "Yes" and "No", 

indicating that nearly half of the users are aware of 

data protection regulations, while the other half 

lack such awareness. Additionally, 14.3% reported 

being unsure, suggesting a knowledge gap that 

could impact how confidently users engage with 

FinTech platforms. This highlights the need for 

greater public education and transparency around 

regulatory frameworks to enhance user trust and 

informed usage. 

Whose responsibility do you think it primarily is to protect your 

privacy while using FinTech services? 

 Frequency Percent 

The government and regulators 17 9.7 

The fintech companies 16 9.1 

The user (me) 26 14.9 

All equally responsible 112 64.0 

Not sure 4 2.3 

The majority of respondents (64.0%) believe that 

the responsibility for protecting privacy while using 

FinTech services should be shared equally among 

the government, fintech companies, and users. A 

smaller percentage assigns primary responsibility 

to the user (14.9%), followed by the government 

and regulators (9.7%) and fintech companies 

(9.1%). Only 2.3% were unsure. This indicates a 

strong perception that data privacy is a collective 

responsibility, requiring collaborative efforts from 

all stakeholders to ensure a secure and trustworthy 

FinTech environment. 

Have you ever searched online to understand how a Fintech app handles your personal 

data before using it? 

 Frequency Percent 

Yes, I always do 27 15.4 

Yes, occasionally 101 57.7 

No, I never thought about it 43 24.6 

No, I don't know how to find that information 4 2.3 

The data reveals that while a majority of users 

exhibit some level of proactive behavior regarding 

data privacy, there is room for improvement. 57.7% 

of respondents occasionally search online to 

understand how a FinTech app handles personal 

data, and 15.4% always do so, indicating a 

reasonable level of awareness and concern. 

However, 24.6% admitted they have never thought 

about checking this information, and 2.3% do not 

know how to find it. These insights highlight the 

need for increased digital literacy and transparency 

from FinTech providers to empower users to make 

informed choices about their data. 

Do you read the terms and conditions or privacy policies before accepting them 

on Fintech platforms? 

 Frequency Percent 

Yes 115 65.7 
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No 60 34.3 

The data indicates that a significant majority of 

respondents (65.7%) do read the terms and 

conditions or privacy policies before accepting 

them on FinTech platforms, suggesting a 

commendable level of awareness and caution 

among users regarding their data rights and usage. 

However, a considerable 34.3% still do not read 

these documents, which highlights the ongoing 

challenge of user engagement with lengthy or 

complex legal texts. This underscores the need for 

clearer, more accessible summaries of privacy 

policies to ensure informed consent and greater 

transparency in FinTech services. 

4.1. Hypothesis Testing 

Hypothesis 1 

• H01: FinTech innovations do not significantly 

improve users' perceived financial 

convenience. 

• H11: FinTech innovations 

• significantly improve users' perceived financial convenience. 

One-Sample Statistics 

 N Mean 
Std. 

Deviation 

Std. Error 

Mean 

FinTech services have made managing your finances 

more convenient. 
175 4.32 .720 .054 

 

One-Sample Test 

 

Test Value = 3 

t df 
Sig. (2-

tailed) 

Mean 

Difference 

95% Confidence Interval of 

the Difference 

Lower Upper 

FinTech services have made managing 

your finances more convenient. 
24.269 174 .000 1.320 1.21 1.43 

Since the p-value is less than 0.05, we reject the 

null hypothesis. There is a statistically significant 

difference between the sample mean (4.32) and the 

neutral value of 3. FinTech innovations have a 

statistically significant positive impact on users' 

perceived financial convenience. The mean score of 

4.32 is significantly higher than the test value of 3. 

It indicates that users generally agree that FinTech 

services have made managing their finances more 

convenient. 

Hypothesis 2:  

• H02: There is no significant difference between 

users' age and their perception of privacy on 

FinTech platforms. 

• H12: There is a significant difference between 

users' age and their perception of privacy on 

FinTech platforms.  

ANOVA 

 Sum of Squares df Mean Square F Sig. 

Between Groups 32.00 4 8.000 6.96 .0001 

Within Groups 195.00 170 1.147   

Total 227.00 174    

Since the p-value is less than 0.05 i.e. 0.0001, we 

reject the null hypothesis. The results revealed a 

statistically significant difference among age 

groups, with an F-value of 6.96. There is a 

statistically significant difference in the perception 

of privacy and data security on FinTech platforms 

across different age groups of users. This finding 

indicates that age is a crucial factor influencing an 

individual's sense of security regarding their 

personal and financial data when interacting with 

FinTech services. 

Hypothesis 3:  
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• H03: There is no significant relationship 

between a user's willingness to share personal 

information and the belief that FinTech 

convenience outweighs privacy concerns. 

• H13: There is a significant relationship between 

a user's willingness to share personal 

information and the belief that FinTech 

convenience outweighs privacy concerns. 

Chi-Square Tests 

 Value df 
Asymptotic Significance (2-

sided) 

Exact Sig. (2-

sided) 

Exact Sig. (1-

sided) 

Pearson Chi-Square 6.303a 1 .012   

Continuity Correction 5.449 1 .020   

Likelihood Ratio 6.195 1 .013   

Fisher's Exact Test    .014 .010 

Linear-by-Linear Association 6.267 1 .012   

N of Valid Cases 175     

a. 0 cells (0.0%) have expected count less than 5. The minimum expected count is 17.87. 

b. Computed only for a 2x2 table 

Since the p-value is less than 0.05, you reject the 

null hypothesis (H₀). The result supports the idea 

that a user's willingness to use a FinTech app that 

accesses personal data is associated with how 

strongly they believe that convenience outweighs 

privacy risks. 

The Chi-Square test revealed a statistically 

significant association between consumers’ 

willingness to share personal information and their 

perception that FinTech convenience outweighs 

privacy concerns (χ²(1) = 6.303, p = 0.012). This 

supports the alternative hypothesis and indicates 

that users who are more open to sharing their data 

are more likely to prioritize convenience over 

privacy. 

Hypothesis 4:  

• H04: There is no significant difference in users' 

digital literacy across different age groups. 

• H14: There is a significant difference in users' 

digital literacy across different age groups. 

Descriptive 

 N Mean Std. Deviation Std. Error 

95% Confidence Interval for 

Mean Minimum Maximum 

Lower Bound Upper Bound 

Less than 20 14 2.50 .707 .500 -3.85 8.85 2 3 

20 - 30 88 2.10 .774 .082 1.94 2.27 1 4 

30 - 40 54 2.17 .612 .069 2.03 2.30 1 4 

40 - 50 11 2.17 .408 .167 1.74 2.60 2 3 

More than 50 8 2.00 . . . . 2 2 

Total 175 2.14 .689 .052 2.03 2.24 1 4 

 

ANOVA 
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 Sum of Squares df 
Mean 

Square 
F Sig. 

Between Groups .462 4 .116 .239 .041 

Within Groups 82.246 170 .484   

Total 82.709 174    

Since the p-value of .041 is less than 0.05, we 

reject the null hypothesis. The p-value of .041, 

while statistically significant at the α=0.05 level, is 

close to the threshold, suggesting a noteworthy but 

not overwhelmingly strong difference. This 

indicates that there is a statistically significant 

difference in digital literacy among different age 

groups. Therefore, user age does play a role in their 

proactive efforts to understand FinTech app data 

privacy. 

5. Findings  

The demographic profile of the respondents reflects 

a diverse and engaged user base in the context of 

FinTech adoption. The gender distribution is nearly 

balanced, with 49.1% male and 50.9% female 

participants. A large proportion (50.3%) fall in the 

20–30 age group, followed by 44.6% aged 30–40, 

indicating a predominantly young and 

professionally active population. Most respondents 

are well-educated, with over 50% holding a 

Master’s degree and nearly 39% possessing a 

Bachelor’s degree. In terms of employment status, 

a majority (67.4%) are employed full-time, 

showing that the sample is largely comprised of 

working professionals who are likely to be regular 

users of financial services. 

Respondents overwhelmingly acknowledge the 

benefits of FinTech platforms, particularly 

regarding speed and efficiency. Features such as 

faster transactions (70.9% rated as most helpful), 

paperless processes, and 24/7 accessibility were 

seen as significant improvements to their financial 

experiences. Personalized recommendations and 

easy loan accessibility received mixed reactions, 

with some users appreciating the convenience 

while others remained neutral or concerned. While 

many users (70%+) expressed satisfaction with 

service enhancements, their confidence in data 

security was more nuanced—45.1% agreed that 

their data was secure on FinTech platforms, but 

nearly the same proportion (45.1%) reported 

experiencing or suspecting a data breach, indicating 

a gap between perceived and experienced security. 

Privacy concerns are a critical issue among users. 

The majority expressed high levels of concern 

about unauthorized data sharing (74.8% very or 

extremely concerned), identity theft (75.4%), and 

phishing or fraud (65.7%). App permissions, 

location tracking, and lack of transparency in data 

policies also triggered substantial concern. Despite 

this, 61.1% of users agreed that FinTech’s 

convenience outweighs privacy concerns, and 

many were willing to share personal information 

for faster services. Notably, 74.4% agreed or 

strongly agreed that they can evaluate whether a 

FinTech platform is secure, indicating a degree of 

digital confidence. However, 42.9% of respondents 

were unaware of any data protection laws, and 

14.3% were unsure, underscoring a need for 

increased awareness and regulatory visibility. 

In terms of responsibility and behavior, most 

respondents (64%) believe that protecting data 

privacy is a shared responsibility between users, 

FinTech companies, and the government. While 

65.7% report reading terms and conditions before 

accepting them, a significant portion (34.3%) still 

do not, and 24.6% have never considered how their 

data is handled. This suggests that while users are 

growing more aware and cautious, further efforts 

are needed to promote digital literacy and ensure 

that privacy policies are transparent, concise, and 

easily understood. The findings point toward a 

balancing act between embracing the efficiency of 

FinTech services and addressing lingering concerns 

about data security, regulation, and user 

empowerment. 

The statistical results from the study confirm that 

FinTech innovations significantly enhance users’ 

perceived financial convenience. The one-sample t-
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test yielded a mean score of 4.32, which is 

substantially higher than the neutral value of 3, 

with a p-value of 0.000. This strongly supports the 

rejection of the null hypothesis, indicating that 

users generally find FinTech services beneficial in 

simplifying financial management. Additionally, 

ANOVA results related to user age and privacy 

perception showed a significant difference (F = 

6.96, p = 0.0001), revealing that age significantly 

influences how users perceive data privacy and 

security in FinTech platforms. Younger and older 

users may thus have varying expectations or 

concerns regarding data protection, emphasizing 

the importance of age-sensitive privacy strategies. 

Furthermore, the Chi-Square test results 

demonstrated a statistically significant relationship 

between a user’s willingness to share personal data 

and their belief that FinTech convenience 

outweighs privacy concerns (χ²(1) = 6.303, p = 

0.012). This indicates that users who value 

convenience are more likely to accept privacy 

trade-offs. Finally, analysis of digital literacy 

across age groups using ANOVA also yielded a 

significant result (p = 0.041), suggesting that age 

has a notable, though modest, impact on users’ 

ability to understand and evaluate data privacy 

practices. These findings collectively underscore 

the critical interplay between demographic factors, 

user attitudes, and behavioral tendencies in shaping 

the adoption and trust in FinTech services. 

6. Conclusion: 

This study aimed to critically examine the dual-

edge nature of FinTech platforms—celebrated for 

convenience but often criticized for data 

vulnerability. As India rapidly adopts digital 

financial services, the conversation must evolve 

beyond access and functionality to include ethical, 

secure, and user-informed innovation. 

With data from 175 respondents—predominantly 

digitally literate, working-age professionals—the 

research employed t-tests, ANOVA, chi-square, 

and correlation analyses to assess how users 

perceive convenience, understand privacy risks, 

and navigate the trade-offs inherent in using 

FinTech platforms. 

The findings revealed that: 

• FinTech clearly enhances convenience, with 

91% of respondents acknowledging improved 

ease in financial management and 86.9% using 

such platforms daily. 

• However, privacy concerns are widespread, 

with over 70% expressing fears about 

unauthorized data sharing, identity theft, and 

app overreach. 

• Trust in regulation exists (67.4% feel 

protected), but awareness is lacking—42.9% 

are unaware of data protection laws. 

• A significant number of users (73.8%) admit 

that they prioritize convenience over privacy, 

suggesting that current user behavior is shaped 

by perceived benefit rather than informed 

caution. 

Despite this acceptance, many users are still 

cautious: only 6.3% would share personal data 

without hesitation, and over 42.9% would seek 

alternatives if permissions felt invasive. This hints 

at a latent discomfort, even among seemingly 

confident digital users. 

The study concludes that FinTech is indeed a 

convenience revolution—but one with an 

undercurrent of privacy compromise. Users are 

trading data for ease, often without understanding 

the full implications. This asymmetry of 

knowledge, especially regarding terms, app 

permissions, and breach response, puts users at a 

disadvantage. 

To address this, FinTech literacy must expand 

beyond usage to include privacy practices, app 

evaluations, and legal rights. Platforms must evolve 

not just to serve users, but to protect them—

through transparent design, ethical data policies, 

and regulatory alignment. 

Ultimately, a truly successful FinTech ecosystem is 

not just one that is widely used—but one that is 

widely trusted. This research underscores the 

importance of aligning convenience with privacy, 

so that the future of finance is not only fast and 

user-friendly, but also fair and secure. 
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