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Abstract 

As generative AI transforms industries, the role of data security governance (DSG) has become pivotal in 

maintaining compliance, security, and trust. This paper explores trends and strategies for integrating AI and data-

driven techniques into DSG frameworks to address sensitive data protection, global compliance, and operational 

efficiency. By leveraging AI for real-time governance, security automation, and federated data management, 

multinational organizations can ensure scalability, resilience, and adaptability in their governance strategies. 

The increasing sophistication of cyber threats poses significant challenges to multinational organizations, which 

operate complex and distributed infrastructures across diverse regulatory landscapes. Traditional security 

governance frameworks often lack the agility and precision required to counter these evolving threats. This 

research explores the integration of Artificial Intelligence (AI) and data-driven techniques to enhance security 

governance in multinational organizations, providing a proactive, scalable, and adaptive approach to mitigating 

risks. 

The proposed framework leverages AI models, such as machine learning algorithms and natural language 

processing (NLP), to analyze vast datasets, identify vulnerabilities, and predict potential threats in real time. By 

incorporating data-driven techniques, the framework enables continuous monitoring, anomaly detection, and 

automated response mechanisms, significantly reducing response times and minimizing operational disruptions. 

A key feature of the framework is its ability to adapt to diverse regulatory requirements, ensuring compliance 

across multiple jurisdictions while maintaining organizational agility. This research emphasizes the importance 

of AI-enabled DSG solutions to safeguard against risks such as data leakage, regulatory violations, and 

infrastructure inefficiencies while enabling agile decision-making and innovation. 

Keywords: Artificial intelligence, data security governance, Multinational Organizations 

1. INTRODUCTION 

In order to build long-term AI workload solutions, 

we collaborate with tech companies and clients 

across industries. The whole gamut of AI data center 

requirements is uniquely met by our services, which 

include power infrastructure, cooling topologies, 

sustainability advising, and more. Schneider plans to 

work with other companies to develop future 

standard designs and AI solutions as the industry 

adapts to meet demand. There has been a range of 

reactions from companies and customers to the 

proliferation of artificial intelligence (AI). Optimism 

surrounds AI's potential to enhance workflows and 

customer service, on the one hand [1]. But, there are 

concerns about implementing AI in data centers and 

the increased strain that resource-intensive 

applications will cause on these infrastructures.  

Data center operations shown figure 1 must be 

nimble enough to meet the ever-changing demands 

of the artificial intelligence (AI) industry, which is 

presently worth $150.2 billion. The training and 

deployment of complicated models rely on their 

storage capacity and processing power, which they 

supply in ample supply [2]. Artificial intelligence 

(AI) relies on centralized data centers for its 

research, deployment, scalability, and efficiency 

because the processing demands of AI will 

overwhelm individual machines and networks 

without these facilities

. 
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Fig 1: How data centers support AI. 

High-Performance Computing 

To meet the needs of HPC and AI workloads, high-

density colocation arrangements with customized 

cabinets are becoming common. Specialized 

hardware is necessary in these settings because of 

the high processing demands, which necessitate 

more cooling and power than simpler workloads [3]. 

These resource-intensive workloads are designed to 

be handled by high-density colocation data centers. 

GPU Hardware Systems 

Graphics processing units (GPUs) are essential for 

rapidly processing AI workloads. Thanks to GPUs' 

ability to support parallel processing, many AI 

applications can reap the benefits of this technology 

[4]. The inference and training processes of AI 

systems can also be accelerated by these processors.  

Graphics processing units (GPUs) need more power 

and cooling since they allow for more intensive 

computation. To keep graphics processing units 

(GPUs) operating at optimal performance and to 

delay equipment failure, data centers must be 

capable of managing the heat and cooling required.  

Data Storage 

Data in huge quantities is also necessary for artificial 

intelligence workloads, which include language 

learning and other uses [5]. Because the models rely 

on data for training and inference, storage 

requirements, particularly for high-performance 

storage, are critical. This has led data centers to 

prioritize all-flash storage as a means to store the 

data. Storage like this must be able to scale up or 

down rapidly to meet the demands of fluctuating 

workloads. 

Networking 

To achieve the required level of performance from 

AI workloads, distributed, high-speed, low-latency 

networks are crucial. Fast connections (100 Gbps or 

400 Gbps ethernet) and low-latency networking 

(InfiniBand and RoCE) are necessities for data 

centers. 

Power Consumption of AI Data Centers 

Artificial intelligence also causes an increase in the 

power consumption of IT equipment because to the 

increasing demands for storage, networking, and 

hardware. Data centers must be prepared to handle 

the necessary power density and may even need to 

modify their designs to accommodate these demands 

[6]. 

Power Density 

The power density measures the amount of power 

utilized per square foot of data center space. Rack 

density, which measures the capacity of a single rack 

to hold information technology equipment, is 

closely related to this. The rack density and power 

density of AI data centers are both quite high [7]. 

They're running AI models on specialized hardware, 



 
 

Economic Sciences 
https://economic-sciences.com  

ES (2022) 18(1), 19-29 | ISSN:1505-4683 
  

 

21 
 

which is power hungry and necessitates more 

hardware overall.  

Liquid cooling, cloud computing, and modular data 

centers and racks are all necessary components of 

data center designs to support AI workloads with 

high power densities. Specialized cabinets that can 

handle power loads of up to 85 kW should also be a 

part of high-density colocation data canters. 

Increases in power density also necessitate more 

stringent standards for:  

• Cooling 

• Power distribution 

How AI Might Impact Data Center Design 

Instead of asking "how AI might impact data center 

design," we should be asking how AI is already 

influencing data center architecture and renovation. 

Not only will data centers have to expand to 

accommodate AI workloads, but this new 

technology is also having an impact on data center 

design, potentially leading to changes like different 

types of racks and cooling techniques, among other 

things. And also the Figure 2 shows the ways that AI 

Impacts Data Center Design. 

 

Fig 2: Ways that AI Impacts Data Center Design 

Racks for High-Performance Computing 

Unlike standard data center racks, HPC racks could 

take on a variety of shapes and sizes. Larger fans, 

additional air vents, and more efficient cooling 

systems like liquid cooling are all part of its design 

to support the cooling requirements and higher 

power density of AI workloads. According to the 

AFCOM State of the Data Center Report, 60% of 

respondents anticipate further changes in rack 

density [8]. The design of the rack might also vary 

according to the requirements for provisioning and 

deployment. Data centers use prefabricated racks 

called modular racks to meet AI workloads and 

allow for rapid deployment.  

More Power (Megawatts) Needed in Data 

Centers 

More power density is required due to the growing 

importance of AI. Power-hungry specialist 

hardware, such as GPUs and TPUs, is required for 

AI tasks, which are compute-intensive. The racks 

housing these components must also be capable of 

withstanding the elevated levels of heat and 

electricity generated and used. 

Better Cooling Solutions 

Cooling techniques for AI workloads need to be 

more advanced and efficient. Data center racks 

supporting artificial intelligence, which have a high 

power density, can benefit from liquid cooling. 

Cooling Requirements of AI Data Centers 

Effective cooling solutions are becoming more 

important as artificial intelligence increases the 

power and density demands on data centers. 

Evaporative or closed-loop systems that use liquid 

cooling, whether by immersion or direct methods, 

can sustainably handle these increased workloads 

[9]. 
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Immersion Cooling and Direct Cooling 

One method of cooling IT gear is to submerge it in a 

liquid that does not carry electricity. By constantly 

circulating through a heat exchanger, the liquid 

cools the machinery by removing its heat. Instead of 

using a heat exchanger, liquid is pumped straight to 

the central processing unit (CPU) or graphics 

processing unit (GPU) chip in a direct cooling 

system. Both open- and closed-loop systems are 

capable of removing heat from the liquid at the point 

of creation.  

Evaporative Cooling and Closed-Loop Cooling 

Evaporative cooling is a method of cooling a system 

by removing heat through the evaporation of a non-

conductive liquid, such as water. Cooling by 

evaporation or closed-loop systems is not 

incompatible with direct or immersion cooling. 

Compared to evaporative cooling, closed-loop 

cooling is more efficient and environmentally 

friendly since it uses a network of pipes and tubes to 

transfer water or coolant to IT equipment.  

2. LITERATURE REVIEW 

Cybersecurity is the discipline of securing computer 

systems, networks, applications, and data from 

threats such as hacking, data loss, or improper use 

[10]. The proliferation of linked gadgets, systems, 

and networks is making cybersecurity a more 

intricate and challenging issue. Cyberattacks, which 

can have devastating effects, have been on the rise 

due to developments in the digital economy and 

infrastructure, which has made the problem worse. 

Researchers also note that cyberattacks are 

becoming more sophisticated, with the goal of 

targeting even the most well-defended networks 

[11]. This is in addition to the fact that criminal and 

nation-state enemies are always evolving. The 

deployment of intelligence-driven cybersecurity is 

crucial in order to manage big data and provide a 

dynamic defense against developing cyberattacks. 

The quantity, scale, and effect of cyberattacks are all 

on the rise due to this progression. The National 

Institute of Standards and Technologies (NIST) and 

other advisory organizations are pushing for more 

proactive and adaptive methods to detect, respond 

to, and catalog cyberattacks in order to avoid future 

security incidents [12].  

This includes moving towards real-time 

assessments, continuous monitoring, and data-

driven analysis.  

The ability of artificial intelligence (AI) to quickly 

analyze millions of events and monitor a broad range 

of cyber threats allows it to foresee and respond to 

problems before they even arise, making it an 

attractive tool for cyber defense. This is why AI is 

finding more and more applications in 

cybersecurity, including the automation of security 

duties and the enhancement of human security 

teams. Researchers in artificial intelligence and 

cybersecurity are particularly interested in the 

expanding subject of cybersecurity, and this has led 

to a plethora of studies aimed at finding solutions to 

issues with cyberattack detection, reaction, 

protection, and recovery [13]. 

Lately, there have been a number of reviews written 

on the topic of cybersecurity and AI applications 

[14]. So far as we are aware, however, no exhaustive 

study has been published that details the most recent 

findings in the field of artificial intelligence (AI) and 

its applications to cybersecurity. Hence, we aimed to 

give future researchers and practitioners a reference 

by providing a systematic review, a thorough 

overview of AI use cases in cybersecurity, and a 

discussion of the research issues associated with 

adapting and using AI for cybersecurity.  

2.2. Artificial intelligence 

Artificial intelligence (AI) systems are defined 

differently depending on (a) their application 

domains and (b) the phases that make up an AI 

system's lifetime, including research, design, 

development, deployment, and use. A popular, 

though simplified, definition of AI is used in this 

study since it is relevant to cybersecurity 

applications: "systems that exhibit intelligent 

behaviour by analysing their environment and with 

some degree of autonomy take actions to achieve 

specific goals" [15]. Artificial intelligence, in a 

practical sense, encompasses a wide range of tools 

and applications with multiple purposes. 

Cybersecurity use cases for AI state the pros and 

cons of various environmental conditions and how 

to proceed in a sequential fashion.  
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This SLR makes use of the artificial intelligence 

taxonomy that was put forth by [16], which specifies 

the core and transversal subdomains and domains of 

AI. Due to their comprehensive nature, the basic AI 

domains—reasoning, planning, learning, 

communications, and perception—were determined 

to be valuable. While planning encompasses 

searching and optimization, reasoning focuses on 

knowledge representation and various reasoning 

techniques. Perception relates to computer vision 

and audio processing, whereas learning 

encompasses machine learning and communication 

pertains to natural language processing [17]. Fuzzy 

logic, case-based reasoning, genetic algorithms, 

evolutionary algorithms, planning graphs, artificial 

neural networks, deep learning, support vector 

machines, natural language processing, text mining, 

sentiment analysis, images, sensor networks, object 

recognition, and speech processing are all 

components of these artificial intelligence domains.  

Artificial intelligence (AI) encompasses a wide 

range of fields of study, and there is a substantial 

amount of literature covering the topic from many 

angles, including technical, operational, practical, 

and philosophical ones. The methodologies and AI 

applications stated above and their potential 

consequences in cybersecurity scenarios are the 

main topics of this study. It examines the application 

of AI technologies to cybersecurity in great detail, 

namely in the areas of identification, protection, 

detection, reaction, and recovery [18]. 

3. AI DATA SECURITY GOVERNANCE 

TRENDS FOR ENTERPRISES 

The importance of data security governance (DSG) 

is growing as generative AI is being used by more 

and more companies. As generative AI continues to 

have a profound effect, businesses are rethinking 

how they handle data protection, security, and 

governance in relation to these types of 

applications.With that said, as the AI landscape 

changes, these are the trends that businesses should 

bear in mind.  

1. Safeguarding Sensitive Generative AI Data 

Becomes Paramount 

With the fast development of generative AI, more 

and more companies will use sensitive information 

to train AI models, LLMs, and related vector 

database embeddings. Although this opens up new 

opportunities, there are concerns about the potential 

leakage of sensitive information. Through 

generative AI use cases, data that was previously 

trapped in silos may now be used. Generative AI has 

obvious commercial benefits, but it also poses a 

threat to enterprises that aren't adequately managed 

and protected from the potential exposure of 

sensitive data. Organizations will need to modify 

existing data security and governance frameworks to 

fit the new architecture in order to secure data inputs 

and outputs from generative AI applications, unlike 

safeguarding data in normal databases.  

Beyond simple experimentation, many companies 

are now training their underlying AI and Large 

Language models with sensitive data. The success of 

this transformation hinges on the implementation of 

a unified data security governance policy. It is 

imperative that data executives consistently and 

scalablely apply policies to sensitive data and AI.  

2. Global Momentum in AI Regulation & Data 

Residency 

The EU AI Act and other recent legislation, as well 

as ongoing requirements like GDPR, have put an 

emphasis on data privacy, security, and compliance. 

Global compliance is of the utmost importance due 

to the fact that the influence of data and AI is 

borderless. To keep their data and AI processes 

secure and in compliance with regulations around 

the world, organizations need to be proactive and 

stay ahead of the curve. In order to improve trust and 

security on a worldwide scale, it is essential to 

implement control systems that automate safeguards 

rather than depending solely on education. 

3. Persistent Growth of Multi-Cloud Adoption 

and the Need for Comprehensive Data 

Governance and Security Strategy 

Innovation will keep pushing the "best-of-breed" 

approach and multi-cloud usage forward. Businesses 

will keep using cloud services and partners for 

specialized applications. By teaming up with Open 

AI, Microsoft has gotten a jump start. With its recent 

updates to Gemini, Google has provided 

functionalities that have never been seen before. In 

addition to cloud providers, new LLMs and apps are 
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being launched into the open-source environment, 

which is flourishing.  

Businesses in today's diverse world need to take a 

more comprehensive approach to data security and 

governance if they want to cut costs and complexity 

in managing AI models and data. In order to provide 

cross-cloud collaboration, co-pilots, and modern 

apps with uniform data security and governance, 

scalable solutions are going to be necessary.  

4. Convergence of a Unified Data Security & 

Governance Strategy 

A cohesive strategy to DSG is more important than 

ever before as organizations rely more and more on 

various tools. Discovering, categorizing, and 

labeling potential locations of sensitive data inside 

your data estate is the first step in an end-to-end 

lifecycle strategy for data protection in 

contemporary data and AI. The next step is to make 

sure that all access to your data is securely protected 

and to regularly check and assess your data security 

measures. A unified approach assures that rules for 

data governance and security are consistently 

applied across an organization's whole data estate, 

regardless of its size or data type, rather than 

implementing these measures in each individual 

tool. Finding sensitive data, implementing strong 

data policies, and guaranteeing access transparency 

on a large scale are all parts of this method that can 

be easily adjusted to meet changing compliance and 

security needs. 

5. Shift from Centralized Command and Control 

to Federated Data Governance 

Cloud computing, artificial intelligence, and the 

ever-increasing need for data products are reshaping 

the traditional role of information technology (IT) as 

the principal operator and manager of an 

organization's technology. Data and analytical 

stewards located inside business units and central 

data teams in IT are federating the appropriate 

stewardship tasks in a new model that is evolving. In 

order for businesses to meet their objectives for 

responsible and trustworthy data use, DSG solutions 

must embrace and enable this co-ownership model. 

This will allow for faster analytics and centralized 

governance and oversight. Right now, AI and DSG 

are at a crossroads. Companies need to be on the 

lookout for generative AI's disruptive effects and 

ready to adjust their strategies accordingly. You can 

use these trends and projections as a guide to face 

the possibilities and overcome the obstacles that are 

ahead.  

4. HOW AI STRENGTHENS DATA 

GOVERNANCE AND INCREASES YOUR 

DATA’S VALUE 

The use of AI and ML is on the rise as a means for 

businesses to enhance product quality, streamline 

operations, enhance customer service, and enhance 

their marketing strategies. Having strong 

governance norms in place is crucial for the value of 

AI and ML technology. Furthermore, rules and 

structures must be put into place in order to meet 

such criteria. The fact that AI is being utilized to 

assist with data and governance process 

management within organizations further 

complicates the interaction between data 

governance and AI. This equilibrium is complex. 

The ultimate purpose of machines is to automate and 

speed up processes. There needs to be human 

oversight, review, and verification procedures for 

data management and collection.  

The Relationship Between Data Governance and 

AI 

Data governance is the practical intersection of risk 

management and ethical norms. Now that AI and 

ML are a part of the picture, your policies and 

procedures control how humans, apps, and machines 

interact with data. You undoubtedly do not want to 

be the high-ranking official whose name is splashed 

across the news when your artificial intelligence 

(AI) exploits faulty data without enough safeguards, 

resulting in harm to your company's reputation, 

bottom line, or, worse, relationships with your 

customers. When it comes to your company's data 

acquisition, management, and security processes, 

data governance is the framework that applies. 

Having a data governance policy in place is crucial, 

especially as AI continues to take over more and 

more data-related tasks. Data governance is crucial 

for the following reasons:  

• It allows your company to have faith in AI and 

ML models since it verifies the data comes from 

trustworthy sources. To find and ship the correct 
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products and inventories, for instance, stores depend 

on efficient and precise supply chains. In doing so, 

supply and demand are optimized to fulfill 

stakeholder objectives and satisfy customers.  

• It offers verification procedures to help you have 

faith in your ML models and better explain the 

results of your AI work. This entails, in the context 

of marketing and sales, extracting, evaluating, and 

forecasting buyer behavior in order to present the 

most relevant offer to the most relevant client at the 

most relevant time.  

• The concepts and values of your organization 

will be taught to your ML models. This is of the 

utmost importance in the pharmaceutical and 

medical fields, where AI is being employed to 

compile information from many sources in order to 

discover possible treatments, vaccinations, and 

cures.  

• To safeguard IP, consumer information, and 

competitor data, it employs integrated security 

procedures (data, physical, and access).  

• It makes sure that all data privacy rules are 

followed, whether they are national, regional, or 

local. Some examples are HIPAA and PCI DSS, 

which deal with the security of health information, 

as well as the CCPA, which deals with consumer 

privacy in California, and the GDPR, which deals 

with data protection in the European Union.  

AI Applied to Data Governance in Organizations 

In this report titled "Why and How Modernizing 

Data Governance Will Dazzle Customers and Grow 

Revenue," you may discover the fundamental 

components that should comprise any data 

governance system. Starting from this firm 

foundation is a good idea. Today, however, 

business, IT, and data leaders are discovering that AI 

can automate data governance policies in addition to 

bolstering data governance and delivering insights to 

their teams through the use of ML. Three examples 

of how you can include AI into your data governance 

processes and rules are presented below.  

AI Accelerates Data Democratization to 

Empower Teams 

Conventional wisdom holds that data governance 

should be based on company policies that are top-

down adopted throughout all departments. But these 

rules don't account for how people or teams in 

businesses really use data. Leaders in business and 

technology are placing their bets on artificial 

intelligence and computers' ability to process and 

analyze data, providing stakeholders with insights 

that will allow them to make faster decisions. To 

accomplish this, your data governance strategy must 

have appropriate controls. In the absence of such 

guidance, your staff may be ill-equipped to handle 

data appropriately. AI has the potential to streamline 

the process of keeping tabs on data applications, 

management, and access permissions, while also 

offering valuable insights into areas that could be 

improved. 

AI’s Real-Time Governance Capabilities 

Increase Speed, Enable Scale 

By utilizing AI, data governance checks and updates 

may be provided in real-time. It can also assist your 

company in making improvements to data and 

governance activities in real-time. Previously, data 

managers would spend a lot of time and energy on 

each of these jobs.  

As an example, a new process is often created and 

implemented whenever data governance policy is 

changed. Developing and releasing new training 

courses on targeted subjects, such managing 

personally identifiable information (PII), may also 

be part of this process. Humans have a long history 

of taking weeks or months to complete tasks like 

this. Managing massive amounts of unstructured 

data collected from many sources in order to 

improve supply chain efficiency and tailor consumer 

experiences is another illustration. Scanning 

petabytes of this unstructured material would be a 

costly and time-consuming ordeal according to 

current governance principles. Machines can do the 

work in a fraction of the time with the help of AI 

models integrated into the governance process.  

AI Improves Always-On Data Security and 

Integrity 

Important parts of your data governance program 

also include security and privacy of data. Data 

privacy, compliance, and security can be automated 

through the use of AI in analysis and monitoring. 

When a data center breach happens, for example, 

data managers can teach an AI-powered tool to spot 
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threats. Then, AI can spot common cyberattack 

trends and alert the proper authorities in time to 

prevent data breaches. This is an extra layer of 

defense, and unlike human resources, AI can keep 

an eye on data transmissions all day, every day. 

5. METHODOLOGY 

Data Collection 

o Comprehensive review of industry reports, case 

studies, and AI governance frameworks. 

o Analysis of DSG implementations across 

multinational organizations. 

o Surveys conducted with data and security 

leaders to identify challenges and benefits of AI 

in DSG. 

AI-Governance Integration Analysis 

o Evaluation of AI’s role in automating data 

classification, access control, and security 

monitoring. 

o Study of real-time governance applications 

using AI models in data centers. 

Quantitative Analysis 

o Comparative metrics between AI-enabled DSG 

systems and traditional governance models in 

terms of speed, accuracy, and compliance. 

o Estimation of resource efficiency in AI-driven 

data centers using case-specific workload 

analysis. 

Visual Representations 

o Development of visual graphs illustrating 

improvements in governance compliance, 

operational efficiency, and risk mitigation 

through AI. 

6. RESULTS AND STUDY 

 

Fig 3: AI-Driven DSG Compliance Trends 

 

AI-Driven DSG Compliance Trends: A bar graph 

in figure 3 comparing compliance rates, highlighting 

how AI-enabled DSG systems achieve significantly 

higher compliance rates (95%) compared to 

traditional models (75%).
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Fig 4: Operational Efficiency Gains 

Operational Efficiency Gains: A line graph in 

figure 4 demonstrating efficiency improvements, 

with AI-enabled systems outperforming traditional 

ones by 40%. 

 

 

Fig 5: Cost-Benefit Analysis of AI in Data Centers 

Cost-Benefit Analysis of AI in Data Centers: A 

pie chart of figure 5 showing resource allocation 

savings, with energy savings being the largest 

contributor (40%), followed by human resource 

savings (30%). 
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Fig 6: Real-Time Monitoring vs. Manual Security Responses 

Real-Time Monitoring vs. Manual Security 

Responses: A bar graph of figure 6 comparing 

response times to data breaches, where AI 

monitoring demonstrates a much faster response (24 

hours vs. 72 hours for manual methods). 

CONCLUSION 

The integration of artificial intelligence (AI) and 

data-driven techniques into security governance 

offers a transformative approach for multinational 

organizations to address the complexities of modern 

cybersecurity threats. The research highlights the 

critical need for a unified data security governance 

framework, emphasizing adaptive policies, real-

time monitoring, and scalable solutions to manage 

sensitive data and ensure compliance across regions. 

AI’s ability to enhance data democratization, 

automate governance processes, and fortify security 

through continuous monitoring positions it as a 

cornerstone of future governance strategies. 

However, achieving effective implementation 

requires balancing automation with human oversight 

to maintain ethical standards and trust. As generative 

AI and high-compute workloads reshape industries, 

organizations must prioritize collaborative 

innovation, regulatory adherence, and a federated 

governance model to sustain operational efficiency, 

mitigate risks, and foster resilience in an 

increasingly digital landscape. This convergence of 

technology and governance underscores the 

importance of strategic planning and collaboration 

to secure the integrity of data systems globally. 

REFERENCES 

1. Bhardwaj, M.D., Alshehri, K., Kaushik, H.J., 

Alyamani, M., & Kumar, M. (2022). Secure 

framework against cyber-attacks on cyber-

physical robotic systems. Journal of Electronic 

Imaging, 31(6), 061802-061802. 

2. Chithaluru, P., Fadi, A.T., Kumar, M., & 

Stephan, T. (2023). Computational intelligence 

inspired adaptive opportunistic clustering 

approach for industrial IoT networks. IEEE 

Internet of Things Journal. 

https://doi.org/10.1109/JIOT.2022.3231605 

3. Barrett, M. (2018). Technical Report. National 

Institute of Standards and Technology, 

Gaithersburg, MD, USA. 

4. Wiafe, I., Koranteng, F.N., Obeng, E.N., 

Assyne, N., Wiafe, A., & Gulliver, S.R. (2020). 

Artificial intelligence for cybersecurity: a 

systematic mapping of literature. IEEE Access, 

8, 146598-146612. 

5. Zhang, Z., Ning, H., Shi, F., Farha, F., Xu, Y., 

Xu, J., Zhang, F., & Choo, K.K.R. (2022). 

Artificial intelligence in cyber security: 

research advances, challenges, and 

opportunities. Artificial Intelligence Review, 

55, 1029-1053. 

6. Martínez Torres, J., Iglesias Comesaña, C., & 

García-Nieto, P.J. (2019). Machine learning 

techniques applied to cybersecurity. 

International Journal of Machine Learning and 

Cybernetics, 10(10), 2823-2836. 



 
 

Economic Sciences 
https://economic-sciences.com  

ES (2022) 18(1), 19-29 | ISSN:1505-4683 
  

 

29 
 

7. Truong, T.C., Zelinka, I., Plucar, J., Čandík, M., 

& Šulc, V. (2020). Artificial intelligence and 

cybersecurity: past, presence, and future. 

Artificial Intelligence and Evolutionary 

Computations in Engineering Systems, 351-

363. 

8. Samoili, S., Cobo, M.L., Gomez, E., De Prato, 

G., Martinez-Plumed, F., & Delipetrev, B. 

(2020). Technical report. Joint Research Center 

(Seville site). 

9. High-Level Expert Group on Artificial 

Intelligence (HLEG AI). (2019). A definition of 

AI: main capabilities and disciplines. Brussels. 

Retrieved from European Commission 

Newsroom. 

10. Zhao, D., & Strotmann, A. (2015). Analysis and 

visualization of citation networks. Synthesis 

Lectures on Information Concepts, Retrieval, 

and Services, 7(1), 1–207. 

11. Promyslov, V.G., Semenkov, K.V., & Shumov, 

A.S. (2019). A clustering method of asset 

cybersecurity classification. IFAC-

PapersOnLine, 52(13), 928-933. 

12. Millar, K., Cheng, A., Chew, H.G., & Lim, C.C. 

(2020). Operating system classification: a 

minimalist approach. 2020 International 

Conference on Machine Learning and 

Cybernetics (ICMLC), 143-150. 

13. Aksoy, A., & Gunes, M.H. (2019). Automated 

IoT device identification using network traffic. 

IEEE International Conference on 

Communications (ICC), 1-7. 

14. Sivanathan, A., Gharakheili, H.H., Loi, F., 

Radford, A., Wijenayake, C., Vishwanath, A., 

& Sivaraman, V. (2018). Classifying IoT 

devices in smart environments using network 

traffic characteristics. IEEE Transactions on 

Mobile Computing, 18(8), 1745-1759. 

15. Cvitić, I., Peraković, D., Periša, M., & Gupta, 

B. (2021). Ensemble machine learning 

approach for classification of IoT devices in 

smart homes. International Journal of Machine 

Learning and Cybernetics, 12(11), 3179-3202. 

16. Cam, H. (2017). Online detection and control of 

malware-infected assets. IEEE Military 

Communications Conference (MILCOM), 701-

706. 

17. Kure, H.I., Islam, S., Ghazanfar, M., Raza, A., 

& Pasha, M. (2022). Asset criticality and risk 

prediction for effective cybersecurity risk 

management of cyber-physical systems. Neural 

Computing and Applications, 34(1), 493-514. 

18. Vega-Barbas, M., Villagrá, V.A., Monje, F., 

Riesco, R., Larriva-Novo, X., & Berrocal, J. 

(2019). Ontology-based system for dynamic 

risk management in administrative domains. 

Applied Sciences, 9(21), 4547. 

 


