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ABSTRACT

This paper's goal is to examine how well cybersecurity internal audits work. For this reason, we set out to create
a Cybersecurity Audit Index that covers the bases in terms of preparation, execution, and reporting. We postulate
that the likelihood of a successful cyber assault is inversely related to the efficacy of cybersecurity audits and that
cyber risk management maturity is favorably related to them. By surveying auditors and chief audit executives
from different nations and industries, we were able to test our hypotheses. Our research shows that there is a wide
range of Cybersecurity Audit Index scores (58 on a scale from 0 to 100). Cyber risk management effectiveness
reporting to the Board of Directors is less strongly tied to the planning and performance stages, despite the high
and positive correlation between them. Although it was expected that the Cybersecurity Audit Index would have
a positive correlation with maturity, it was surprised to see no correlation with the likelihood of a successful cyber
assault. For the first time, this report quantifies the impact of cybersecurity audits on cyber risk management and
how effective they are.
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that. Today, many organisations are subject to many
audits as a result of compliance regulations that they
The financial situation, strategic goals, and, most must follow. The evaluation process that
importantly, the trust and credibility that a business organisations go through in order to be ready for an

1. INTRODUCTION

has established over the years are all at risk when
sensitive data is compromised in a cyberattack [1].
The IT security audit function is tasked with
reducing the likelihood and impact of this significant
risk. How does it do this? Why, then, should audits
of both IT and security be conducted in tandem? By
figuring out how to use testing and controls across
different frameworks, organisations can save time
and effort during audits and get a better picture of
their audit, compliance, and security postures all at
once.

What Is a Security Audit?

An audit of a company's security measures and
computer systems is known as a security audit. By
conducting an IT security audit, businesses can
uncover the wvulnerabilities in their whole IT
infrastructure, including networks, devices, and
applications.

Organisations can address security weaknesses and
achieve compliance using this opportunity [2].
However, security audits are more complex than

audit may be rather daunting.
Why Perform a Security Audit?

Conducting security audits is important for several
reasons. Here are six objectives:

1. Locate vulnerabilities, exploits, and security
issues in the system.

2. Create a baseline for security that can be used to
compare future audits.

3. Follow the security policies of the organisation
that are internal.

4. Meet all rules set by external regulators.

5. Evaluate the level of security training.

6. Find resources that aren't needed.

Critical data can be better protected, vulnerabilities
can be found, new security rules can be developed,
and the efficacy of security tactics can be monitored
through security audits. Organisations should have
suitable security processes in place, and audits
should be scheduled regularly to stimulate the
development of procedures to continuously uncover
new vulnerabilities.
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When Is a Security Audit Needed?

A company's security audit frequency should be
proportional to its industry, the complexity of its
operations, and the amount of systems and
applications that need checking. More regular audits
are commonplace for organisations like healthcare
providers and financial institutions that deal with
large amounts of sensitive data. Security audits can
be more easily performed, and even more regularly,
by enterprises that employ less than two apps. A
number of external factors influence the frequency
of audits, including regulatory obligations (such as
FEDRAMP, the US Federal Risk and Authorisation
Management Program). On the other hand, most
businesses probably don't have what it takes to
conduct audits on a quarterly or monthly basis [3].
How frequently a company decides to conduct
security audits is influenced by the type and
relevance of the data stored in such systems as well
as the complexity of those systems. Data from vital
systems may be audited more often, whereas audits
of complex systems that take a lot of time may be
inspected less frequently. Organizations are required
to conduct specific security audits after certain
events, such as data breaches, system upgrades, data
migrations, changes to compliance rules, new
system implementations, or exceeding user limits.
This incident may have introduced security
weaknesses, but these one-off inspections can
pinpoint exactly where. For example, in the event of
a recent data breach, the root cause of the breach can
be determined by an audit of the affected systems.

What System Does an Audit Cover?

An organization's systems may be checked for
vulnerabilities in specific areas during a security
audit, such as:

Network vulnerabilities— By "weakness,"
auditors imply any area of a network that may be
exploited by an attacker to gain unauthorized access,
steal data, or cause harm in any other way. Data is
especially vulnerable while it is being transferred
between different places. Security audits and routine
network monitoring capture every single message
sent and received over the network, be it an email,
instant message, file transfer, or anything else. The

audit also includes checking the network availability
and accessibility points.

Security controls— In this part of the audit, the
auditor checks how well the company's security
measures work. In this step, we verify that the
organization has adhered to its own policies on the
protection of sensitive information and computer
systems.

Encryption— The existence of policies and
processes to monitor the encryption of critical
information is verified in this audit component.

Software systems— It is standard practice to test
software systems to make sure they are secure, that
the data they provide is correct, and that no one else
can access sensitive information. Topics including
data processing, software engineering, and IT
infrastructure are covered.

Architecture management capabilities—
Auditors make sure that the IT management has set
up the necessary organizational structures and
processes to guarantee a controlled and efficient
environment for data processing.

Telecommunications controls— When it comes to
telecommunications, auditors make sure that all
controls—client, server, and network—are
operational.

Systems development audit— Systems in
development must adhere to the organization's
security goals, and audits in this area ensure they do
just that. This section of the audit is necessary for a
number of reasons, one of which is to guarantee that
all systems in development are compliant.

Information  processing— Data processing
security procedures are confirmed by these audits.

2. LITERATURE REVIEW

Cybercrime continues to thrive despite widespread
awareness of the problem and several technological
and procedural precautions. A survey of 579 Chief
Audit Executives (CAE) was carried out by the
European Confederation of Institutes of Internal
Auditors (ECIIA) and was titled "Cybersecurity"
[4]. A number of factors have combined to make
cyber risk more prevalent since the last pandemic,
including the rise of telecommuting, the use of
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videoconferencing software at work, and the
incorporation of personal devices and private WiFi
networks into business systems [5].

Examining the efficacy of cybersecurity audits
(CSAs) and their roles in risk management is the
driving force behind this research. A lot has changed
in the field of CSA in the past several years. The
objective of this audit is to collect evidence from an
outside source that the company's policies and
processes for managing risk, as well as its internal
controls, are sufficient to protect assets, proprietary
information, and the timely access to that
information [6]. With the support of the internal
audit function (1AF), the executive managers and the
Board of Directors (henceforth the Board) can carry
out their responsibilities in the area of CS
governance with more confidence [7]. Internal
audits have received less attention in the literature
on CS risk management and governance [8].

Still lacking, however, is both the idea of what
makes a good CSA and proof of its actual
implementation. It is difficult to measure the
efficacy of CSA and other forms of internal audit
(1A). [9] describes IA as a "risk-based concept that
helps the organisation achieve its objectives by
positively influencing the quality of corporate
governance." Regards IA as "doing the right things"
and "doing them well" when it comes to
effectiveness. In addition, you should go over the
various ways that prior research has tried to quantify
the efficacy of 1A, the pros and cons of each, and
then come to the conclusion that no adequate metric
has been proposed in the current literature. There
appears to be no consensus on how to define or
measure the efficacy of IA, according to a recent
literature review. The most typical metric is really
tracking the level of adoption of the IAF's
suggestions and the success of its annual work plan.
The 1A Practice guide defines effectiveness as the
degree to which IAF's aims are achieved, thus this is
consistent with that definition. As one component of
effective 1A, this research focuses on CSA and its
efficacy.

We provide a conceptual framework for its typology
and use an index to make it operational. Our measure
is based on the process approach, which holds that
effective IA requires adherence to the Standards for

the Professional Practice of Internal Auditing.
Scholars recognize standard compliance as a quality
benchmark, and the Common Body of Knowledge
utilizes it as a criterion for | A efficacy [10]. Standard
1300 also employs it. We demonstrate how CSA
relies on CS frameworks, normative theory, expert
recommendations, and best practices, which
expands its scope of use.

Since the Board and the 1AF have different levels of
knowledge and expertise, evaluating CSA solely by
how well it satisfies Board expectations would be
incomplete. Based on anecdotal data and
professional publications, it appears that CSA and
other forms of CS risk management are still driven
from the bottom up in many organisations.
Furthermore, the directors' expectations regarding
this matter are vague. Given that IA is considered
successful if it leads to "the achievement of a desired
condition,” we hypothesise that our Index is linked
to cyber outcomes and the degree of advancement in
CS risk management.

A total of 183 certified enterprise auditors (CEAS)
and IT auditors from various nations throughout the
world were polled. We were able to recruit
participants through the 19 national I1A chapters and
3 ISACA chapters that shared the study's flyer with
their members [11]. At 58 out of 100 on the Index
scale, our data indicate that CSA is generally high.
But we discover that the scores differ greatly
amongst sectors. While there is a high association
between the planning and performance phases, there
is less of a correlation between the two phases and
reporting to the Board. As expected, we also
discover that CSA has a favourable correlation with
CS risk management maturity levels; nonetheless, it
fails to reduce the likelihood of cyber attacks. There
are a number of useful contributions in the work. We
start by creating a typology for CSA efficacy and
then we use objective metrics to make it work. At
the end, we come up with the Index. By doing so, we
contribute to the growth of both the CSA and IA
effectiveness literatures, which have been at odds
over how to define and quantify objective measures
of 1A quality. Researchers and professionals in the
field are becoming more interested in CSA. But
there can be no solid proof of its efficacy or its
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influence on other factors until a complete
measurement is developed.

< Cybersecurity
Risk Audit

% Compliance

Fig 1: Cybersecurity Risk Audit

Assurance - Situated above the word
"Cybersecurity Risk Audit," a downward-pointing
arrow leads to it.

Compliance - Located as the arrow points to the left
from "Cybersecurity Risk Audit,” on the right-hand
side.

Improving - Located wunder the heading
"Cybersecurity Risk Audit," with a directional arrow
leading up to it.

Evaluation - Next to "Cybersecurity Risk Audit,"
on the left side of the screen, with an arrow pointing
in its direction.

Within the framework of cybersecurity risk auditing,
this arrangement implies a recursive or linked
process involving these components.

Secondly, the paper adds to the literature on the
effectiveness of information assurance by offering
new evidence on the relationship between CSA and
cyber outcomes, specifically CS risk management
maturity and the likelihood of a cyber attack. This
research fills a gap in the existing literature by
providing original evidence on this relationship.
More practically, our results help internal auditors,
many of whom have trouble gauging the efficacy of

their CSA, improve their methods. The internal
auditors can utilise our instrument, which is included
in the appendix, as a tool for periodic assessments.
In doing so, we respond to the demand that IA
research should be more in line with practical issues
that matter [12]. Our research aims to provide the
I1A chapters throughout the globe with information
about the current state of the subject so that they can
keep providing publications and training to their
members.

Previous research on CSA is limited. In addition,
you should summarise thirteen works on CSA to
demonstrate that this field is still in its infancy. The
efficacy of CSA has not been defined or
operationalised in any of the research. The study
suggests a number of features of an efficient CSA in
[13], however these are rather general and based on
principles. Organisations can achieve an adequate
degree of information security while keeping costs
down, according to this theory, which focusses on
the interplay between internal audit and information
security operations. Since it is the sole empirical
study to examine the scope of CS audit, the work in
[14] provides valuable insight. By averaging seven
items regarding IT auditing from the Common Body
of Knowledge (CBOK) survey, the authors
determine the amount of CSA [15]. The CBOK
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survey is an all-encompassing look at internal audit
methods; it only briefly mentions IT auditing, which
is CSA in its own right.

The project aims to propose an 18-domain CSA
model in [16] to assist organizations and nation
states. The article cannot be relied upon for the
current study due to its failure to explain subdomains
of domains, its absence of controls, and its provision
of a guideline assessment that is exclusive to nation
states. When the second line, the CISO, and the third
line, the IAF, work together, it improves
cybersecurity significantly, according to research in
[17]. Five IT auditors/CAEs and one CS consultant
participated in  semi-structured  exploratory
interviews to provide their insights on the CSA
effectiveness typology.

Our professional network served as a recruiting tool
for the interviewees [18]. Every single person we
spoke with works in the banking or academic
sectors, two of the most vulnerable to cyberattacks.
On average, these five individuals—four men and a
woman—had worked as information auditors for
15.4 years and as cyber auditors for 10.8 years. Their
nationalities were as follows: (3) Slovenian, (1)
Croatian, and (1) Australian [19]. A director of a Big
Four corporation and a consultant in CS risk
management round out their roles. They are IT
auditors and CAEs. The research got the green light
from the University of Queensland's ethics
committee. To facilitate a more in-depth exploration
of the topics at hand, the interviews were semi-
structured and adaptable according to the interview
procedure. There was no intention of using them as
a source of direct expert assistance during the
instrument's development. Our thought model was
informed by qualitative interview data [20].

3. STRENGTHENING COLLABORATION
BETWEEN INTERNAL AUDIT AND IT

Prevention, detection, and remediation are the three
pillars upon which a strong cybersecurity strategy
rests. The primary function of internal auditing is to
identify control flaws and cybersecurity gaps, and to
prevent significant cyberthreats and risk by
conducting regular audits and making suggestions.
None of these goals can be achieved without
constant communication and cooperation with the IT

department. When internal audit and IT work
together effectively, everyone wins. For instance,
the IT team can improve the controls they've already
built or address areas they might have missed thanks
to internal audit's impartial and independent
assessment of information security frameworks and
controls. In order to make sure that management is
on board with security policies and that staff are
taking their security compliance duties seriously, the
IT team is working with internal audit to accomplish
these goals.

Consequently, the audit committee and internal
audit should have frequent meetings with the CIO
and CISO to go over important cybersecurity
matters, share insights on new vulnerabilities,
threats, and regulations, and answer any questions
that may arise. Having an open-source mapping tool
(like Secure Controls Framework [SCF]) that
facilitates team communication and coordination of
audit tasks is also crucial.

Adopting an Integrated Approach to IT and
Security Auditing

Maintaining consistent reporting and
communication of risk, threats, and controls is the
single most important component of any
cybersecurity program. If the company wants to
establish a unified vocabulary around risk, it needs
audits to assist with that. With the use of tools that
simplify security data aggregation, communication,
and analysis, audit teams should establish
standardised libraries of risk factors and controls.
Maintaining, accessing, and sharing critical data
should be a breeze using a central repository that
both the audit and IT teams can utilise. In addition,
groups can plot potential points of security breach
against auditable entities, IT assets, policies, and
laws. Audit and IT teams should be able to use this
tightly linked data model to anticipate the effects of
cybersecurity risks and ineffective controls on the
business and offer proactive solutions.

Because evidence can be tested once and used across
appropriate frameworks that share scope, audit
integration also reduces strain on audit teams and
IT/engineering professionals, as opposed to
obtaining it at different times of the year. When you
gain efficiency by cross-testing shared controls, you
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can stop being in permanent audit mode all year long
and put that energy into day-to-day operations.

First things first when planning an integrated audit:
ensure sure the testing environments' scopes are
going to be comparable for all the relevant
frameworks. As soon as the scope is specified,
businesses can begin to investigate enterprise-wide
controls that are comparable. Prior to considering
technical testing of network systems for additional
efficiency gains, many organisations begin with
security policies and procedures, since these
typically apply to the entire organisation.

Frameworks for Integration

It is possible to approach practically any framework
in an integrated way. Making sure that scopes are as
aligned as feasible is the most crucial part. Standard
Operating Procedures (SOPs) 2 Type 2, the Payment
Card Industry's Report on Compliance (ROC),
HIPAA, and the International Organisation for
Standardisation (ISO) standard 1SO 27001 are
among the most often integrated frameworks,
standards, and laws. An organisation that offers
billing services to the healthcare industry is one that
may use the frameworks outlined earlier. Given its
relationship  with  healthcare providers, the
organisation would be obligated to comply with
HIPAA. It would also need to comply with the
payment card industry as it accepts credit cards as a
payment method. Finally, due to internal security
demands, the organisation would need to undergo
ISO and SOC 2 Type 2 audits to test its processes
and systems. An organization's testing efficiency,
overall security posture, and compliance duties can
be better understood when the scope is aligned with
these standards, frameworks, and legislation.

4. METHOD

Measurement of CSA Index

Using Diamantopoulos's methodology for index
building as a guide, we modified it to create the CSA
Index. Our metric for this formative variable was a
composite one. We have already provided a
conceptual explanation of the construct and its
pieces up above, and now we will connect them to
the real indicators in this section. This is the first
stage in building the index. Step two is to identify
the feature of interest and then create a set of
dimensions to represent it; in this case, Planning,
Performing, and Reporting. The final step in
evaluating the items' suitability for measuring the
constructs is to check their content validity. To
ensure the index was content-valid, we checked it
against academic literature, professional norms, and
pilot interviews. Defining a formal measuring model
is the fourth stage, which is detailed below.
Indicators for the IAF's risk assessment, CS
frameworks used, and proactive planning make up
the first part of the CSA Index's Planning
component. As far as preparation goes, the first set
of nine questions gauges the IAF's initiative and
focus on strategy.

The actions taken by the IAF in relation to risk-based
planning are captured in the second group of four
elements. The final inquiry pertains to the
application of CS frameworks. As previously
mentioned, we believe that any CS framework,
because to its systematic mapping of processes, is
more successful than none at all. Table 1 shows the
Planning dimension, which we created by
combining the three sets of indicators and assigning
weights to each set based on our assessment of their
relative relevance.

Table 1: The Planning dimension

Abbreviation | Planning Weight | Description

PROACT I1AF's 0.3
proactiveness in

Nine items are used to assess the IAF's proactive planning,
with 1 being not at all, 2 somewhat, 3 substantially, 4 very lot,
planning and 5 fully.

RISK IAF's risk 0.3 Provide your ranking of four items related to the IAF's actual
assessment risk assessment activities using a Likert scale where 1 is not
present, 2 is somewhat present, 3 is moderately present, 4 is
very much, and 5 is absolutely absent.
FRAMEW CS frameworks 0.4 If participants employ a framework, the value is 1; otherwise,

used itis 0.
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Performing, also known as the execution of CSA, is
the second dimension and it includes two sets of
indicators. There are twelve CS categories that are
audited in each cycle: program management, data
protection, identity and access management,
infrastructure, cloud and software security, third
party and workforce management, threat and
vulnerability ~management, monitoring, crisis
management, and enterprise resilience. The first
group of metrics assesses compliance with ISA 500:
Audit evidence by tracking the application of
particular audit methods including inquiry,
observation, inspection, analytical procedures, and
reperformance.

To a significant extent, they conform to the standard
CS models. We set a maximum score for three or
more operations and a greater score for additional
procedures because we know that testing areas
effectively requires a mix of processes. There are
certain processes that naturally yield better results
than others. Reperformance is the gold standard of
audit procedures since it allows the auditor to
independently test the entity's internal controls.
Consequently, full credit was given for this method
alone.

Sample

Information technology auditors and CAEs make up
the target demographic for this research. Our goal in
seeking for participants was to include a wide range
of industries, sizes of organisations, and nations. In
all, 36 I1As were contacted, spanning from the
European Community (ECIIA) to Israel, Australia,

and New Zealand. We contacted thirteen European
ISACA Charters, one American charter, five
Australian charters, and three New Zealand charters
in an effort to increase our access to IT auditors. We
employed a random sampling technique to
maximize the utility of our survey and guarantee that
our results are applicable to a large audience. The
selection of nations is critical due to the wide range
of locations and CS development levels. Nineteen
1A Affiliates in Europe, one ISACA Chapter in the
United States (Las Vegas), and three ISACA
Chapters in Europe (Milan, Austria, and Slovenia)
have shown interest in taking part. The poll was
distributed to all members of the mentioned groups
through their monthly newsletters. In an effort to
boost the response rate, each national 1A can choose
to translate the survey into their local language,
based on their best judgment. The six 11As who
made the decision were the Polish, Hungarian,
Croatian, Serbian, Czech, and Bulgarian voices. The
translation was reviewed again by each IIA's IT
staff. Before its release, the survey was proofread by
five IT auditors and two CS experts to ensure it was
error-free and easy to understand.

Two of them skipped out on the first round of
interviews. Some questions on the instrument were
revised slightly to make them easier to understand.

5. RESULTS AND STUDY
Table 2 Descriptive statistics.
Panel A: Respondents Demographics

Employment Role Distribution (n = 151)

Role Frequency | Percentage (%)
CAE or equivalent managerial position | 82 54.30
IT Auditor 42 27.80
Other* 27 17.90
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Gender Distribution (n = 150)

Other*

Gender Frequency Percentage (%)
Female 64 42.7
Male 86 573

Frequency

B Fem

Percentage (%)

ale ®mMale

Age Distribution (n = 149)

Age Group | Frequency | Percentage (%)
20-40 44 29.5

41-60 95 63.8

Over 60 10 6.7
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Work Experience as Internal Auditor (n = 151)

Experience (Years) | Frequency | Percentage (%)
< 6 years 29 19.2
6—-10 33 21.9
11-15 38 25.2
1620 32 21.2
Over 20 19 12.6
< 6years 6-10 11-15 16-20

e Frequency == Percentage (%)

Work Experience in the Area of CS (n = 151)

Experience (Years) | Frequency | Percentage (%)
None 47 31.1
1-5 57 37.7
6-10 23 15.2
Over 10 24 15.9

Over 20

158 1505- 4583
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Total Work Experience (n = 151)

Experience (Years) | Frequency | Percentage (%)
< 6 years 10 6.6
6—-10 9 6.0
11-15 18 11.9
1620 28 18.5
Over 20 86 57.0
6-10 11-15 16-20

=@==Frequency ==@=Percentage (%)

IT or CS Certification Possessed (n = 175)

Certifications | Frequency | Percentage (%)
None 72 41.10

One 56 32.01

Two 28 16.01

Three 10 5.70

Over Three 9 5.10

Over 10

Over 20
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Frequency Percentage (%)

< 6 years

Panel B: Organizational Characteristics

Regional Distribution (n = 156)

Region Frequency | Percentage (%)
Eastern Europe* | 82 52.60
Western Europe”™ | 36 23.10
Pacific® 24 15.40
Other* 14 9.01

160

140
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100

80

60

; - o

20 - ——
. ]
Eastern Europe* Western Europe” Pacific® Other*

H Frequency M Percentage (%)

Industry Distribution (n = 159)

Industry Frequency | Percentage (%)
Financial Services 52 32.70
Healthcare, Education & Other Professional Services | 21 13.20

IT & Telecommunication Services 10 6.30
Manufacturing 16 10.10

Public Administration 32 20.10

Other* 28 17.60
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M Healthcare, Education &
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Company Size by Number of Employees (n = 156)

Company Size (Employees) | Frequency

Percentage (%)

<20 7

4.5

20-99 9

5.8

18

16

14

12

10

) \

Frequency

Percentage (%)

e— <)) e—20-99

CONCLUSION

The option to employ any weights at all, or none at
all, is subjective, and it affects the scores because of
the weights we used to build the Index. In response
to a worry that subjective weights would skew the
results, we ran the same studies using raw indicators
only, excluding the weights, and got the same
overall picture. There have been some intriguing

discoveries made via descriptive statistics. In our
sample, CSA appears to have a relatively high
effectiveness. As we intended for the Index to be
difficult to acquire a high score—the maximum
score could only be attained by firms with first- and
second-line comprehensive CS processes, high 1A
competencies, and enough resources—this result is
very encouraging. Nevertheless, it is important to
use caution when drawing broad conclusions from
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this discovery, as it is possible that some
respondents were deterred from completing the
survey due to the Index's complexity. In addition to
the financial industry, other highly vulnerable
businesses including health, education, professional
services, and IT & telecommunications accounted
for 20% of the participants (Audit Analytics, 2021).
Nevertheless, there is a notable amount of diversity
in the sample. Using co-sourcing or outsourcing
assurance to third parties seems to make up for the
incompetence of IAFs. Tighter alignment of the
three phases is necessary due to the weak association
between Planning and Reporting and Performing
and Reporting. It appears that certain 1AF are still
able to give the Board a general view on CS risk
management despite their low Planning and
Performing effectiveness.
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